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Introduction 1

1 Introduction

Supervisory Control and Data Acquisition (SCADA) systems are deeply ingrained in the
fabric of critical infrastructure sectors [1]. These systems are commonly deployed to aid the
operation of these infrastructures by providing automated processes that ensure the correct
functioning of these infrastructures.

Due to their standardization and their connectivity to other networks, they are increasingly
a subject to serious damage and disruption [1]. The US grid hack [2] and the Ukrainian
grid hack [3] are two examples that show the consequences of poor security. As a result of
cyber-attacks on networks controlling mentioned grids, many people were left without elec-
tricity for hours. In general, these systems are barely protected from the escalating cyber
threats [1). Even if the security of the SCADA system is addressed, the attacker can use
more sophisticated approaches to perform the attack. Stuxnet has demonstrated that skilled
attackers can strike critical infrastructures by leveraging knowledge about the controlled
process, especially by sending misplaced legal messages [4]. Common intrusion detection
systems are only able to identify messages with malicious content within the network. One
way to exploit those systems using the knowledge about the processes are the so-called
sequence attacks. They subvert infrastructure operations by sending misplaced industrial
control system messages |4]. Industrial systems show regular and consistent communication
patterns, thus analyzing the communication using a stochastic approach in order to identify

sequence attacks is an appropriate choice to investigate [5]|6].

M. Caselli et al. showed, that it is possible to detect sequence attacks within SCADA
networks [4] However, the analysis of the structure they used may be time consuming,
depending on the complexity of the communication within the network. In this thesis we
rebuild the approach of M. Caselli and show that it is possible to successfully reduce the

complexity of the structure in order to identify most types of sequence attacks.
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2 SCADA networks and their security

This section introduces the basics of SCADA. It provides an overview of the hard- and soft-
ware components used in SCADA networks. Furthermore the IEC 60870-5-104 protocol
- one of the important protocols used in combination with these networks - is introduced.
Besides, a brief summary of the protocol, a detailed explanation of the structure is provided.
In addition an introduction to intrusion detection systems is given and a description of what

“sequence attacks” are.

Chapter[2.T]describes the SCADA system with its components and communication models.
In Chapter the IEC-104 protocol is described with all the relevant parts needed for
this thesis. Chapter [2.3] introduces the different kinds of intrusion detection systems. In
Chapter [24] the sequence attacks are introduced.

2.1 SCADA

Modern industrial processes and industries have systems and equipment which are often sep-
arated by large distances. The management of these systems can be very time-consuming.
Collect data from devices, evaluate the data and execute actions depending on the data are
reqular jobs in the process of managing industrial systems. The devices within the system

are often wide spread, which makes the useage of modern IT indispensable [/].

A Supervisory Control and Data Acquisition (SCADA) system is a computer-based
system for monitoring and controlling industrial processes [4] [1]. The system refers to a
combination of telemetry and data acquisition which it does by interconnecting field net-
works and a control network. The field network hosts devices that are directly connected
to the physical process. The control network hosts the servers that supervise the control
of the physical process. More and more SCADA systems are connected to the business
management which usually refers to the enterprise network [8] Furthermore it is possible
to transmit data from the field network to the internet. An example of a SCADA system is

shown in Fig. [1} This example uses multiple firewalls to connect the networks.

The field network hosts devices like sensors, actuators, RTUs and PLCs. Sensors trans-
mit the values of the monitored process over serial wires to the PLCs. Actuators are system
components which are responsible for controlling a systems behaviour. They control a phys-
ical process, ie., open or closing a valve, changing the pressure inside a pipe or tank or
setting the temperature of a systems component. RTUs and PLCs which collect the field
data and send it back to the data acquisition server via the communication system. They
also receive commands, usually from the control network, which are then executed on the

appropriate actuator, e.g., closing a valve. Today the difference between RTUs and PLCs is



SCADA networks and their security 3

infinitesimal, although PLCs are more often used in areas where output arrangements and
multiple inputs are needed. This is due to their nature of having electrical noise immunity
and vibration and impact resistance [9]. Besides their main purpose to collect data and send
this data to a central station, PLCs may also communicate on a peer-to-peer basis with other
PLCs. Furthermore, they may act like a relay station, i.e., they collect data from other PLCs
and forward them to the central station. Today the RTUs are mostly replaced by PLCs as
PLCs can easily be set up for a variety of different functions |[7] In this thesis both RTUs
and PLCs will be referred to as PLCs.

The process control network, also refered to as control network, is responsible for con-
trolling the process by evaluating the data of the field network and triggering appropriate
actions. The data acquisition server within the control network is responsible for collecting,
storing and providing the data of the field devices such as RTUs and PLCs. HMs are respon-
sible to enable human operators to interact with the physical process, e.g, the HMI presents
the data of the data acquisition server and the human operator can initiate commands that

affect the process.

SCADA software is used to interact with the components of the SCADA system, e.g.
monitoring data, watching trends, sending commands, etc. On the one hand it can be divided
into open source and proprietary software for interaction with the operators. On the other
hand it can be divided into the different communication protocols used for the communi-
cation between the devices. An example of proprietary protocol is the S7 protocol of the
Siemens company. Open source protocols are for example Modbus or IEC 60870-5-104. In
the early days of industrial systems most companies developed proprietary protocols. The
main problem with proprietary protocols is the reliance on the supplier of the system. Open
protocols have nowadays gained popularity because of their interoperability - hardware of
different manufacturers can be installed on the same system. This thesis focuses on the [EC
60870-5-104 protocol [7].

The communication channels are responsible for transferring the data between the de-
vices. They can be wired, fiber optic, radio, telephone line, microwave and possibly even
satellite. They connect the components of the SCADA system, such that they can communi-
cate [7]

The SCADA communication model consists of two approaches in which devices can com-
municate. The first one is called master-slave. This approach uses the idea that the master
device is in total control of the communication system. The device makes reqular request for
data to be transferred to/ from each of the slave devices in the network. This request could be

for instance a software update request, or a restart command. An example for the download
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of data is the sensors data the PLC is connected to. The slave only answers to request in
this configuration. There are some advantages of this approach. First the software is simple
and reliable due to the simplicity of the communication. Second, link failures between the
master and a slave node are detected quickly and third, no collisions can occur on the net-
work. However there are also some disadvantages. The slave is unable to communicate to
the master for urgent actions. Even if this function is enabled, the master may be processing
another slave at that moment. Another disadvantage is, that slaves that need to communicate
with each other have to do this through the master. This adds complexity to the design of

the master station.

The other approach to communicate is called peer-to-peer. In this approach each device
within the network can initialize a connection, therefore collisions of requests and responses
are unavoidable and need to be handled appropriately [/]. One method handling those
collisions and controlling the communication is known as “carrier sense with multiple ac-
cess/ collision detection” (CSMA/CD). This and other methods are handled by the underlying
protocols.

The important communication part, within a peer-to-peer network, is the PLC-to-PLC com-
munication. In this situation a request from a PLC is first sent to the master station. However
the destination of the request is not the master station itself, but another PLC. The master
station needs to forward the message and when it receives the reply it needs to forward it
appropriate to the requesting PLC. Additional logic is used to handle this process without
losing requests or responses [/]. The main advantage of this system is the low cost of the
installation. What can be an advantage on the one hand - no central station is in control
of the data - can be an disadvantage on the other hand. In industrial networks the central
organisation of the data leads to an improvement of the precise statements that often can only
be made by comparing data of different field devices. Another disadvantage is the software.
Peer-to-peer networks needs a more complex software in order to guarantee a collision free
communication. The disadvantages however overweight the advantages in terms of industrial

control systems.

SCADA encompasses the collecting of the sensor information via a PLC, transferring it
back to the data aquisition server, carrying out any necessary analysis and displaying the
information on the HMlIs. The required control actions are then conveyed back to the process
[7]. The accurate and timely data allows for optimization of the systems operation and process.
Further benefits are more efficiency, reliability and most importantly, safer operations. This
all results in a lower cost of operation compared to earlier non-automated systems. A
disadvantages of SCADA systems is, that the system is more complicated. Furthermore it is
only possible to see as far as the PLCs. This is an important part as the PLC might transmit

wrong data. Another disadvantage are the additional skills that are needed to manage the
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system [7]. Nevertheless, the advantages overweight the disadvantages for modern industrial

processes and industries.
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Figure 1: Architecture of a SCADA system [8g]

Today SCADA systems use special communication protocols like Modbus, MMS, IEC
60870-5-104 or S7 for efficient and optimum data transfer. Since we analyze the com-
munication between two devices only, the difference of the approaches “master-slave” and
"peer-to-peer” are small. The difference is that both stations may request data or respond
to requests. This thesis focuses on the IEC 60870-5-104 protocol.

2.2 |EC 60870-5-104 Protocol

The standard IEC 60870-5 refers to a collection of standards produced by the International
Electronical Commission (IEC), to provide an open standard for the transmission of SCADA
telemetry control and information [7]. It provides a detailed functional description for tele-
control equipment and systems for controlling geographically widespread processes. The
standard is intended but not limited to applications in the electrical industries, since its data
objects are applicable to general SCADA applications in any industry |[7]

The standard was initially completed in 1995 with its profile IEC 60870-5-101(IEC-101)
and is titled "Companion standard for basic telecontrol tasks" At this point it covered only
transmission over relatively low bandwidth bit-serial communication circuits. With the in-

creasingly widespread use of network communications technology, the standard needed to
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be extended. With the protocol IEC 60870-5-104(IEC-104) - titled “Network Access using
Standard Transport Profiles’- the standard now provides the possibility to communicate over
networks using TCP/IP. To be precise the changes compared to IEC-101 lay in the transport,
network, link and physical layer services to suit the complete network access. The protocol
uses TCP/IP to establish connections. This enables the communication over networks, e.g.,
local area networks or wide area networks. Thereby, known technology like routers or virtual

private networks can be used to connect different facilities.

2’ I I I | I | I 2"
0 Startbyte 1 { 68 H ) 4 4
1 Length of the APDU [max. 253)
K Control field octet 1 APCI
3 Control field octet 2
4 Control field octet 3
5 Control field octet 4 ¥
. A APDU
Length
ASDU defined in
IEC 60870-5-101 ASDU
and IEC 60870-5-104
¥ h i h J

Figure 2: Telegram format with variable length (I-format) [10]

The overall message structure of IEC-104 is rather complex. This section introduces -
apart from some basic information - those parts of the protocol that are relevant for this thesis.
The overall structure of an IEC-104 packet, that we consider in this thesis, is shown in Fig.[2]
It consists of the application protocol control information (APCl) and the application service
data units (ASDU) which both together are called the application protocol data unit (APDU).
There are three types of control field formats. The |-format, the S-format and the U-format.
Since this thesis focuses on the ASDU, only packets with the I-format are considered, which
are the only packets containing an ASDU. The ASDU is the part of the packet where all
the relevant information for this thesis is found. Furthermore, only fields considered in this
thesis are explained. Since third party libraries are used in this thesis for the parsing of the
packets, the exact bytes are not covered here. For further information about the protocol and

the exact structure we refer the reader to [/] or [10]
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The application protocol control information (APCI) is the application header. It con-
tains general information about the structure found in the packet. Since this thesis focuses
on the ASDU within the APDU, the important bytes are the first two bytes of the first
control field octet inside the APCI. This is where the type (I, S or U) is defined. If the
first byte is 0, the control field format is from the type | and the packet has an ASDU. This

is then used for further analysis. All other fields inside the APCl are not covered in this thesis.

T ]
2" I I I I L 2
0 Header
]
. Control fields
G Type identification
50 Number of objects Variable structure qualifier
T | PN Cause of transmission
Originator address
ASDU address fields Idertification of Data uni
{ 2 hytes )
Information object address fields Information object 1
{ 3 hytes )
]
]
]
I Object information
Information object n
L ]
L ]
L ]
n Maximum 127 objects

Figure 3: Structure of the ASDU [10]

The application service data unit (ASDU) structure is slightly more complicated. It is
shown in Fig.[3] The important fields for this thesis are: “Type identification”, “Number of
objects”, "ASDU address fields" and the “Information object address fields" These fields are
important, because they identify a special operation within the network. This will be ad-
dressed later in the thesis in Sec. In addition the network address of the communicating
devices would be needed, but this thesis concentrates on the analysis of the communication

between two devices only. Therefore the communicating devices are always known. The Type
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identification (Typeld) refers to a list of known values in the range from 1 to 127, although
not all numbers are in use. Each number is mapped to a function that the device should
execute, e.g,, 103 — clock synchronization command or 102 — read command. Number of
objects defines the number of information objects found in the ASDU. This can be more than
one. The Typeld is assigned to all these information objects inside this packet. The ASDU
address field (ASDU-Address) contains the address which all objects of the ASDU refer to.
The Information object address (IOA) refers to an specific information object. A packet may
have up to 127 information objects, with the depending object information. An information
object can be an actuator or a sensor attached to the device. The device in this case is, for
example, a PLC. Attached to the PLC are various sensors and actuators over serial lines.
Fach sensor or actuator is connected to a port, which is then refered to by an IOA. It is
to note that each vendor has its own specification for their devices, although the general

structure found in [7] and [10] applies.

As shown in Fig.[T} PLCs are part of the field network and sometimes also of the control
network. This depends on the architecture of each particular network. Sometimes the field
network and the control network are ingrained into the same physical network. The system
of Fig.[T] is connected to the internet. Although the networks are protected by firewalls, an
attacker might still be able to infiltrate the system. Various ways of bypassing firewalls and
other system protections exist. As soon as an attacker has access to the industrial network,
the field and control devices are no longer safe.

The IEC-104 protocol is based on TCP/IP - a reliable network protocol. Furthermore the
communication between the master station and a PLC can be encrypted. Thus the system
is able to exchange messages in a reliable and secure way. But these two facts do not
lead to a secure system. The IEC-104 protocol is only responsible for the exchange of
information between devices within an industrial network. It has no built in security, which
guarantees the communication with a special host or device. Furthermore no mechanism for
intrusion detection, intergrity or confidentiality is implemented. Most of the SCADA-systems
today are not encrypted and the TCP/IP-protocol also does not control what is sent within
a communication. This leads to the problem that an attacker can compromise the field or the
control network. This thesis focuses on sequence attacks, an attack scenario which is not
detected by most of the IDS-systems today because they focus on packets with malicious
content [4] Before the sequence attacks are discussed an introduction into the terminology

IDS is given.

2.3 Intrusion detection systems

When it comes to security there are several approaches to protect a system. They all target

on a specific type of security, e.g, removing malicious software, blocking content that is not



SCADA networks and their security 9

allowed to enter or exit a system or detecting suspicious activities. All these systems try
to be as precise as possible. However not all systems are equally precise and some alert
activities are malicious although these activities are absolute legit to the system. These

alerts can be classified using a confusion matrix.

A confusion matrix is a specific table layout that allows one to see if an algorithm,
used for the classification of something, works as expected. Within the matrix each column
represents the instances of a predicted class and each row represents the instances of the
actual class. In this work we classify malicious activities and valid activities. However in
terms of security an activity might also be a network packet or a file. An algorithm that
works 100% correctly will classify every valid activity or file as valid and every malicious
activity or file as malicious. However this does not apply to many algorithms and leads us
to four classifications in our thesis:

A true positive occurs when something that is recognized as malicious and is in reality
malicious. This can be a virus for example. A true negative occurs when something that
is recognized as harmless and is in reality harmless. This can be a normal picture or a
simple text document. A false positive occurs when something that is recognized as mali-
clous although it is not. This can be a Microsoft Word document with macros, whereby the
macro is just used for the forms inside the document but is recognized as harmful to the
system. A false negative occurs when something that is recognized as harmless is in reality
harmful and malicious. An example is a program that hides inside a file. The file is scanned
and recognized as harmless. But by opening the file the malicious program inside the file
executes and compromises the system. This is the worst of all scenarios since no alarm is

triggered although the system is compromised.

This thesis focuses on intrusion detection systems. The other approaches were just ex-
amples of other ways to secure a system. An intrusion detection system (IDS) is a security
system that monitors computer systems or network traffic and analyzes the behavior of traffic
for possible hostile attacks [11]. Computer systems and networks can be secured in multiple
ways e.g, firewalls, anti-virus-software or physical access limitation etc. All these systems
have a specific aim - none of them can handle them all. An IDS aims to detect hostile attacks
on a system or network. IDSs can be divided into two dimensions. The first dimension is
the target the IDS is monitoring. It consists of two types, host and network based IDSs. The
second dimension can be distinguished between the method they identify attacks - static

versus heuristic versus anomaly detection method [11] [12].

The first dimension is separated into host based and network based 1DSs. The question
this dimension answers is, what the IDS should monitor. If it is a special host and the

activities inside the host, then the host based approach is to select. If the network is the
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target to monitor, then the network based approach is to select. Below the two types are

explained.

A host based IDS must be installed on every monitored computer. The advantages of
such a system are that they can make very specific statements of an attack on the system
and the system is comprehensively monitored. What is an advantage on the one hand is a
disadvantage on the other hand - the IDS is specialized for that operating system and can
barely be used on other operating systems. Another disadvantage is that the system can be
victim itself by a denial of service attack - i.e,, a technique where a system is paralyzed due

to overloading [12]

Network based IDSs record the network traffic, analyze it and report malicious activities.
Since the network traffic can be tapped at a central point of the network only one system is
needed to monitor the whole traffic for a network segment - this applies to switched networks
only. However the bandwidth of networks may be greater than the bandwidth a system can
analyze on the fly. To be able to continuously monitor the network, some packets need to
be dropped if the throughput is greater than the system can analyze in the same time. This
results in a loss of precision of statements. Another disadvantage is that the failure of the
network IDS leads to a complete unmonitored network. There are several places where to
implement the network based IDS. Fig. 4| shows three different options [11].

1. The IDS is connected to “SWITCH A" (red line). In this scenario the IDS recognizes all
hostile activity leaving or entering the network. However it will not recognize hostile
activity within the network itself. An attacker inside the network can still harm the

system.

2. The IDS is connected to “SWITCH B* (purple line). This is nearly the same scenario
as in option one. The difference is, that the IDS will not “see” hostile activity that is
blocked by the router. It might be of interest to see what is happening outside and

who is trying to get into the network.

3. The IDS is placed at “SWITCH C" (blue line). The IDS now recognizes hostile activity
within the network as well as malicious activity that comes through the firewall. It still

does not recognize hostile activity from outside that is blocked by the firewall or the
router [11] [12].

The second dimension follows up with the question how an intrusion is detected. There
are three main approaches how a malicious activity can be detected - static analysis, heuris-

tic analysis and anomaly based detection.



SCADA networks and their security 11

INTRUSION DETECTION SYSTEM

W et

L

£
S

NS N RS

SWITCH A ROUTER SWITCH B FIREWALL SWITCHC

Figure 4: Integration of an network based IDS [13]

Static analysis is based on signatures. A signature is a unique sequence of bytes used
to identify a specific type of data, e.qg, a file, a virus or a network packet. The IDS has a
database of different signatures which are known to be malicious. They are often classified
by the potential of their danger [11].
IDSs with the static analysis passes four main stages. In the first stage the system must
be trained with the signatures it should identify. In the second stage the IDS perceives the
traffic. This is an essential part of the IDS because if the system is placed on the wrong part
of the system it may not be able to recognize anything. The third stage is the analysis of
the traffic. Within this stage the database with the signatures, which was set up in the first
stage, is essential, since the IDS identifies the malicious activities based on the databases
knowledge. Stage four is the action that is triggered if a malicious activity is recognized.
This can be an email, a pop up on the operators screen, a text message, etc. The operator

may manually initiate an action if necessary [11].

Heuristic methods take place everywhere, where unknown attacks or attacks with a
variation shall be detected. Based on little information they can produce relatively good
statements that are close to reality. However due to their nature they also produce more
false positive alerts - t.e., an alert that is in reality no alert [11].

The process of this method is similar to the static analysis. In stage one the needed in-
formation is stored in a database. There may be a lack of information so that the system
can not fully guarantee the identification of a hostile attack. This may be intended if the
algorithm works significantly faster. Otherwise it may be caused if the defenders have not
collected enough information so far. Stage two applies equally. In stage three the analysis

of the traffic is different. It will no longer create a signature of the packet comparing it with
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signatures in the database but rather tries to get an answer from a complex algorithm. There
are several approaches how to search for unknown attacks or those with a little variation.
Since this thesis does not focus on heuristic methods, these approaches are not discussed

here. Stage four is the same as in the static analysis [14].

Anomaly based detection is a method of identifying a hostile attack by considering every
activity as hostile if it is not known to be normal to the system. This presupposes that the
IDS is trained with activities that are allowed in the system. The system is therefore divided
into four stages as well. In the first stage the system is trained to recognize normal activities.
Stage two is the same as in the static analysis. In the third stage the recognized activities
are tested against the known activities. If the tested activity is not known to the system, it

is potentially hostile. Stage four then applies and a message is sent to the operator [14] |11].

This work will focus on the network based IDSs. Furthermore we use the anomaly based
detection approach. The reason is that the build system can be interpreted as a database
of known and good activities. All activities that are unknown to the system are potentially
malicious. Therefore one is able to detect nearly every attack that may harm the system
no matter if known or unknown. However the system still underlies a dependency. The
dependency of the training data itself. The training data is the data set that is used to tell
the IDS which activities are good and legit. This data set should include all activities that
do not harm the system and that will occur. Activities that do not harm the system and that
do not occur in normal traffic will inflate the training system. This results in a long analysis,

thus the traffic is not analyzed in real time anymore.

2.4 Sequence attacks

Sequence attacks are a class of attack, which are specific to industrial control systems. They
can harm a system by sending misplaced messages or commands although each of the sent

messages or commands is valid to the system [4].

Long time industrial systems have been considered safe because of the nature of their
existence. They were often proprietary and separated from other networks. With the devel-
opment of open protocols and the need to be able to remotely control multiple networks, e.g.,
connecting multiple systems over the internet, the attack vector increased. Moreover, most
of the systems are not encrypted, because they are considered safe, e.g,, behind a firewall.
Thus an attacker can easily gain control over the system once he is inside the network. The
attacker can then attempt to take control of the industrial processes by leveraging the lack

of integrity and authentication mechanisms. To take control of the process, an attacker can
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either try to reprogram the logic of a PLC or directly control the process from the network
using the same control messages used by legitimate operators. When having control over
the process, an attacker may send commands in such order or timing that is not intended
by the process. The sequence of these commands, that may harm the physical process, is

interpreted as an attack - the sequence attack [4].

Anomaly based IDSs may recognize those attacks. But this depends on the approach,
t.e, how they detect anomalies. There are several approaches for anomaly based IDSs, since
there are several ways on how to harm a system with legit commands.

One way to harm a system is to use commands that are valid within the whole system.
However, not every legit command is valid for every device in the system. If an IDS is
just looking for valid commands within the system, it may not recognize commands that are
invalid for a specific device. The device may not handle the command appropriately and may
crash. An IDS, that looks for system wide valid commands only, will not recognize this kind
of attack. Furthermore, an IDS, that only looks for commands that are valid within the whole
system, will not recognize sequences that lead to a compromised system. They only detect
single commands that are not normal for the system.

Another way to harm a system is to use valid commands in such an order, that a device
misbehaves. Experiments showed that it is possible to successfully attack some PLCs merely
by sending messages in an inconsistent order. For example sending a “start program” while
the program is running causes an error that is not properly handled by the controller. This
leads to a crash of the PLC. This kind of attack may impede the process of communicating
with the device. Furthermore the physical process may be compromised as well, e.g., if an
actuator for opening and closing a pipe is not reachable anymore [4].

A third way is to interfere directly with the underlying physical process. In a report by the
U.S. President’s Commission on Critical Infrastructure Protection there is an attack scenario
described, that involves a water distribution facility. The scenario describes that major control
valves on a water pipeline can be rapidly opened and closed to cause water hammer. Water
hammer can cause up to serious damage to a physical system, e.g., noise and vibration or a
pipe collapse [15].

Stuxnet is one of the best known malware that used sequence attacks to disturb physical
processes and damage plants. Stuxnet focuses on SCADA systems of the Siemens company.
It interfered with the control of the frequency converter, that are inter alia used to control
the speed of engines. By constantly changing the speed, slowing down and accelerating, the
centrifuges were damaged. Since these commands were valid and no known anomaly was
detected, Stuxnet was able to leave behind a lot of damage.

In order to be able detect attacks to initiate countermeasures and protect our infrastructure,

an IDS (s required.
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3 Discrete Time Markov Chains and sequences

In this section the DTMC is introduced. Besides the formal definition and attributes used
in this thesis, the minimization is discussed. Two approaches of minimizing the DTMC us-
ing bisimulation minimization are provided. This is followed by the definition of sequences.
The definition involves the mapping of the IEC-104 protocol to a sequence. In addition
the representation of such a sequence within a DTMC is explained. An algorithm for build-

ing a DTMC of a given IEC-104 communication is provided which is used throuout the thesis.

Chapter Chapter 3] introduces the Discrete Time Markov Chain and the used termi-
nology in this thesis. In Chapter the minimization of Discrete Time Markov Chains is
explained. Chapter [3.3] defines a sequence in context of the communication within SCADA
networks and the IEC-104 protocol. Chapter [3.4] describes the process a sequence is repre-
sented by a Discrete Time Markov Chain. Furthermore an algorithm is provided.

3.1 Discrete Time Markov Chain

A Discrete Time Markov Chain (DTMC) is a stochastic process. What distinguishes a
DTMC from other stochastic processes is a specific kind of “memorylessness” which is known
as the "Markov property”. This property defines that within a stochastic process a future
state depends maximally on its first predecessor [10].
DTMCs have many applications as statistical models of real world processes. They are
suitable for modeling random state changes of a system, in which changes have few or no
influence on the future of the system. A simple example is the coin toss. The previous toss
does not give you a higher probability in predicting the outcome of the next toss. If the coin
shows tails in the current toss the outcome of the next toss is either tail or head, both with
a probability of 50%. This applies vice versa as well [16].
A more complex example, where the current state has influence on the process, is a person
that stands in one corner of a room [17]. The corners of the room are labeled s1, s2, s3 and
s4 and the person stands in the corner sq as initially shown in Fig. 5} The person throws
a coin to decide whether he moves clock-wise or counterclock-wise through the room. The
person repeats this any number of times. One question may be: Where does the person
after n steps stand? A possible stochastic process is (X,, Xp+1, Xn42, ...), whereby X is a
stochastic variable and n € N an index from a discrete state space. Possible values X, are
{s1,52,53,54}. Let

P(Xo =s1) =1
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be the starting condition, i.e., the person starts in corner s1: Then the probability of being

in state sy is
P(Xy = s2) =1/2,

and for being in state s4

To calculate the distribution for X, with n > 2 we need conditional probabilities. For
example the probability of being in state s3 in the next step, given that one is currently in

S4.
P(Xn+1 = S3 | Xn = 54) = 1/2

Based on the decision rules moving around in the room the probability of X, 11 with ne{1, 2, 3, 4}

depends only on X, [17/]

Figure 5: Initial situation of the person in a room [17]

3.1.1 Definition

Let S be a discrete set of states and P be a function that assigns a probability to every
transition between two states such that the sum of all outgoing transitions of each specific
state is 1. A DTMC is described by Eq. (1) [18] [16] [16]

DTMC = (S, P, sipit, AP, 1), )
whereby

e S is a set of states

e P is the probability function described by (2) and (3)
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® St s the initial state
e AP is a set of atomic propositions

e L is a labeling function - described by (4) - that assigns a (possible empty) set of

atomic propositions L(s) to a state s ¢ S

The probability function is defined by:
P:SxS—101] (2)
such that the sum of the probability for all outgoing transitions of s equals 1.

) Plss)=1VseS (3)
s'eS

The labeling function assigns a set of atomic propositions, from the atomic proposition set
AP, to each state. It is defined by:

L:S 2% (4)

1/2

S1 S92
1/2

1/2 1/2 1/2 1/2

1/2

S4 S3
1/2

Figure 6: DTMC representing the person in a corner example [17]

Fig.[p] represents the resulting DTMC of the person in a corner example. From each corner

the probability is 0.5 moving clock- or counterclock-wise.

A path ¢ in a DTMC is an infinite sequence
0=150—S1 =5 = =5 (o)

with s; € S. It is a concrete walk along transitions of the DTMC with a probability greater
0 - a possible realization of the stochastic process [19]. Sometimes it is also called an

execution of the DTMC [20]. For example (s1, s2, 53,52, 3) is a valid path whereas (s1, s3)
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is not a valid path since there does not exist a transition between sy and s3.

Properties are characteristics that a DTMC or state have. Each concrete DTMC or state
may have different properties [20] [21]. The properties that are important for this thesis are:
Reachability: The reachability of a state is described as:
Let S be a set of states, P be the probability function and (S,P) is the DTMC. Let s € S and
S’ C S be a set of states (s1, s2,...), then

Pormc(s, S'), (6)

is the probability of reaching a state of S' from the state s. For the reachability of S' it is
required, that the probability is greater 0. However the exact value of the probability plays
no role in this thesis, thus the calculation of these probabilities is not discussed here. The
important part is that a state can be reached from another one, e.g., there exists a path from
s to a state of S A counterexample is shown in Fig.|/] In this example and all following we
use the following formalism: s_i = s; V i N. Let S' be {s1}. Then

Pormc(ss, S') =0,

because there does not exist a path from s3 to a state of S

Figure 7: DTMC with non-reachable states

Irreducibility: This property plays a role for the size of a DTMC. It answers the question
whether all states of a DTMC are reachable [21].
A DTMC is irreducible if from each state, one can reach any other state in a finite number
of steps. Otherwise it is called reducible. In Fig. state s1 cannot be reached from state s,
thus the DTMC is reducible. In Fig. [ the DTMC is irreducible because every state can be
reached from anywhere in the DTMC.

3.2  Minimization

Ensuring the correctness of the identification of sequence attacks is important. If the IDS

does not work correctly, it may see attacks that are not there, thus binding too many re-
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sources trying to find the non-existent source of the false alarm. An even wors scenario is if
it does not even recognize the attacks. In addition the software needs to work without delays
in real time to detect current attacks. To test traffic in real time against the training DTMC,
it needs to be at a reasonable size. Thus the size of the training DTMC plays an impor-
tant role identifying sequence attacks. The DTMCs, built using the approach in this thesis,
represent the communication between one PLC and its master station. In power stations or
hydroelectric power station the installation of the SCADA network typically involves more
than one PLC. An IDS needs to keep track of the communication of all components in the
network segment as discussed in Sec.[23] Thus the size of the DTMC plays an even bigger
role in terms of the complexity of the IDS [4] [22).

Using a small amount of training data will held the resulting DTMC small. This implies
that the identification may not be precise, as states may be missing or relations between the
states may be inaccurate. A well trained DTMC is needed for precise statements. This leads
to the question how the DTMC can be held at a manageable size without losing the specific
properties used to identify sequence attacks. One existing approach is the bisimulation
minimization [22][16]. Let DTMC = (S, P, sinit, AP, L) be a DTMC as described in Sec.
A relation R € SxS is a strong bisimulation if for any (s1,52) € R :

L(s1) = L(s2) (7)
both states hold the same atomic propositions
P(s1, C) = P(s2, (), (8)

for all equivalence classes C of S under R.

In our representation of a sequence in a DTMC, states with the same atomic propositions
are merged together - which will be covered later in Sec.[3:4 Since we merge the events
into one state from scratch, the resulting state holds the same atomic propositions for all
events. Hence there is just one equivalence class for each state (multiple events), thus the
reaching probabilities are equal. Although the algorithm implements the required properties
from (7) and (8) the number of states within the resulting DTMC obtains more than 50 states.
The number of states for longer time capture will only increase. Moreover, the presented
DTMC is only created for one pair of devices. Since one DTMC is needed for each pair of
devices communicating, a further minimization is needed. A first approach is to delete all
non reachable states. Since we are interested in reachable states within the DTMC the non
reachable states can be removed. Looking at how we build the DTMC this can be done with

a small algorithm:
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The input of Alg. [1]is a DTMC and the output is the corresponding irreducible DTMC
that we can use in this thesis. Lines 1 till 9 define a loop that repeats itself until no state
is removed from the DTMC anymore. In line 2 the variable “statesRemoved” is defined and
set to the value “False” Line 3 till 8 define a loop that iterates over all states in the DTMC.
Line 4 and 7 define a conditional statement. It the state is not accessible, then line 5 and 6
are executed. In these lines the state is removed from the DTMC and the variable “states-
Removed” is set to the value “True" After the loop of line 3 and 8 has passed through all
states of the DTMC, the condition of the outer loop is tested. If the value of the variable
“statesRemoved” is “False’, there is no further state to remove in the DTMC and the algorithm
returns the DTMC. Otherwise the algorithm jumps to line 2 and repeats the steps from there.
This approach makes an irreducible DTMC of the original DTMC, i.e, a DTMC where every
state can be reached from every other state. The effect of this approach is very small, since

there are only a few states at the beginning that can be deleted.

Data: DTMC
Result: irreducible DTMC
1 repeat
2 statesRemoved <« False;
3 foreach state ¢ DTMC do
4 if state not accessible then
5 remove(state);
6 statesRemoved <« True;
7 end
8 end
9 until statesRemoved == False,

Algorithm 1: Creating a irreducible DTMC

A further possible approach is to merge properties that are not needed for the identifica-
tion of a specific type of sequence attack, but this might influence the identification of other
sequence attacks. The introduction of possible approaches for minimizing the DTMC will
be part of Sec.|4] Beforehand the sequences themselves, the representation within a DTMC

and the detection of sequence violations need to be discussed.

3.3 Sequences

In order to detect sequence attacks one needs to be able to extract a sequence of messages
from the network traffic and identify information that is needed to construct an IDS. The
easiest way to define an event in the context of network communications is to consider all

the traffic frames one by one. However, all traffic frames are not equally important and not
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all frames need to be included in a sequence. Therefore, it is necessary to group traffic
frames. This thesis considers the communication between two devices only and therefore the
following definition of an event applies [4]:

Let t, be the time, n € N such that t, < t,4+1. An event s; (s a six tupel <Direction, Service,
Data, FO, LO, Count> whereby:

Direction contains the information :"request” or “response”

e Address contains the "ASDU-address"” and the “IOAs"

Service is the “Type-Id”

FO is the first occurrence of the event

LO is the last occurrence of the event

e Count represents how often the state is visited

Each event is identified by “Direction”, "Address” and “Service”. “FO" “LO" and “Count” are
used to calculate the probabilities of the outgoing transitions and the median time for a jump

to another state.

A sequence ([), is a time ordered list of events s; in a system.

3.4 Representation of sequences in a DTMC

In Sec. 3.3] the communication was transformed into a time-ordered list. In order to identify
sequence attacks this list needs to be modeled. A DTMC as described in Sec. is used to

model the communication patterns and protocol behavior. This is done for two reasons [4]:

1. A flexible definition of event is needed that does not necessarily consider all the
attributes used to build the sequence. We show in Sec. 4| that it might be useful to

merge parts of the event’s six tupel that are used for identification.

2. It is necessary to identify temporal consequent events. But only the predecessor is
necessary, which is exactly what the “Markov property” demands. The transitions are

used to

(a) indicate the strength of the relationship between an event and its predecessor.

(b) understand the relationship changes over time.

The algorithm for creating a DTMC from a sequence is presented in Alg. |2l This algo-

rithm is used whether we use the minimization or not, since the minimization consists of the
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attribute abstraction. This abstraction is handled by the algorithm in step two, which will be
now explained. The algorithm in total consists of 5 steps. The input data is the sequence
of events. The sequence is time ordered, oldest event first and newest last. The outcome or
return value of the algorithm is the DTMC which represents the sequence [4].

The first step is a loop over all events in the sequence. It is defined in line 1 and closed
in line 14. The loop processes the events in the order of time, the oldest event first and the
newest last.

Step two is the extraction of the attributes from an event. The extracted attributes are stored
in the variable “Stateprymc” These attributes are those needed for identification of the
corresponding state of the event: Request, Response, ASDU-Address, |0Ss, Typeld and the
“control field format”. This happens in line 2.

Step three handles the new created state. The lines 3,5 and 7 define a conditional statement
that handle the created state and execute the appropriate action. If the new created state is
element of the DTMC, line four is executed. In this line the state in the DTMC that equals
the new created state from line 2 is updated. The update involves a counter that counts how
often this event occurred in the sequence. If the State does not equal any existing state in
the DTMC, the new created state is added to the DTMC. This happens in line 6.

Step four handles the transitions. It is a conditional statement which is defined in lines 8, 10
and 12. Line 8 tests whether the transition from “previousState’ to "Stateprpmc” is element
of the DTMC. If so line 9 is executed. In this line the appropriate transition is updated. The
update involves the time of the jump and a counter that counts how often this special jump
happens in the sequence. If the transition is not already part of the DTMC, then line 11
is executed. In this line a transition from “previousState” to “Stateprymc” is added to the
DTMC.

In Step five, which consists only of line 13, the variable “previousState” is updated. The new

value of the variable is the created state of line 2.
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Data: Sequence of Events

Result: DTMC representing the sequence of events

=N

for all e;, € sequence do

2 Stateprpmc <« extractAttributes(ey, );

3 if Stateprvec € DTMC then

4+ | | update(Statepryc, DTMO);

5 else

6 | add(Statepryc, DTMC);

7 end

8 if Transitionpreviousstate,Statepryc € DTMC then
9 \ update(7 ransitionpreviousState, Stateprac ):

10 else

1 ‘ add(T ransitionpreviousState,Statepryc: DTMC);
12 end

13 previousState <« Stateprmc

14 end

Algorithm 2: DTMC modeling of sequences found in 4]
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4 Sequence attacks

Traditional IDSs focus on malicious packets rather than finding sequences of legal commands
that can harm the system. This thesis focuses on legal commands that are either sent in the
wrong order or with incorrect timing. This chapter shows what kind of sequence attacks exist
and how to detect them using a DTMC. Furthermore possible limitations are discussed. In

addition the sequence attacks in combination with possible minimizations are discussed.

Chapter [4.7] describes the different kinds of sequence attacks and how they can be de-
tected using DTMCs. In Chapter [£2] the possible minimizations and their limitations are
discussed.

4.1 Detecting sequence violations

Before the system can detect malicious activities a system description is needed. This de-
scription needs to be clean and violation free. Of course this can be done by hand, but this
would include possible mistakes that occur while entering the data. Furthermore it takes a
lot resources and is all in all not practicable. Another yet naive approach is to consider all
valid commands as violation free. This section shows that this approach is insecure because
there exist ways how a system can be damaged by using only valid commands. Furthermore
the resulting DTMC would be far too big because of the state explosion problem. This applies
here because one needs all possible transitions between all states which is exponential. A
third approach is giving the IDS a description of the system in form of a network trace. This
trace needs to be clean and free of violations. The training itself was discussed in Sec.[2] The
disadvantage of this approach is that there might be information missing if the trace with a
too short period of time was used. If the period is too large the resulting system might be too
big so that the analysis in real time may fail. However this seems to be the only approach
that has a good trade-off between used resources and possible mistakes. Furthermore the
DTMC can be held at an appropriate size while still being able to detect sequence attacks.
The resulting DTMC is called the “training DTMC".

A sequence is a succession of events in a system. The succession can be described by
a DTMC whereby the transitions are jumps to other states. For example consider a system
consisting of two pipes A and B which should never be open at the same time. Furthermore
is it not usual to rapidly open and close the same pipe again and again. Legal commands
for the pipes are 'open’ and ‘close’ Let the initial state of the system be sy with both pipes

closed. In terminology of a DTMC one have 3 states: S = {s1, s2, 53} whereby

e s is the initial state with both pipes closed
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e in sy pipe A is open and pipe B is closed

e in s3 pipe A is closed and pipe B is open

P is defined such that every pipe is opened with probability 05 and closed with a
probability of 1:

[ ] P(S1,52) = P(S1,53) =05
(] P(Sz, 51) = P(Sg, 51) =1

Fig. 3| describes the system. The black state with the label 'ENTRY" is the entry point
to the system. The blue states describe the safe states of the system.

s 2
Pipe A: open
Pipe B: closed

s_1
Pipe A: closed
Pipe B: closed

s 3
Pipe A: closed
Pipe B: open

Figure 8: DTMC representing the simple pipe example

To open a closed pipe one has to make sure to be in state sy first, e.g closing pipe B before
opening pipe A. There are three possible violations that can occur to the system, which are

discussed using a simple pipe example.

1. State exists and transition does not exist
A transition-violation occurs when a command or request is sent to the controller at
a point the controller wasn't expecting this command. This violates the sequence of
commands which the controller expects and may crash it [4]. Consider the system is in
state s, of the simple pipe example. Pipe A might get the command to open although
it is already open. The controller may try to open again, resulting in a force that is

unexpected to the physical system. Fig.[9 shows the violation in red.

2. State and transition do not exist
A state-violation occurs when either a command or request is sent to the controller at
a point the controller wasn't expecting it or the physical process wasn't prepared for

it. In terminology of the simple pipe example the controller for pipe A may receive the
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s 2
Pipe A: open
Pipe B: closed

s 1
Pipe A: closed
Pipe B: closed

s 3
Pipe A: closed
Pipe B: open

Figure 9: DTMC with a violation compared to Fig.[8| by using a non-existing transition

command to open although pipe B is still open. The controller Controller A reacts to
the command by opening the pipe. The system is now in a state where both pipes are
open. This may result in physical damage of the system e.g,, too much pressure in one
of the pipes. Fig.[T0] shows the violation in red.

s_2
Pipe A: open
Pipe B: closed

s_1
Pipe A: closed
Pipe B: closed

s 3
Pipe A: closed
Pipe B: open

s_4
Pipe A: open
Pipe B: open

Figure 10: DTMC with a violation compared to Fig.[8] by accessing a non-existent state

3. State and transition exists but a transition is used too frequently

A timing-violation occurs when a single transition is used unusually frequently. The
commands are correctly executed at a point the system expects them but the physi-
cal process may be harmed. This happens if the physical laws apply that were not
foreseen. For example the system is rapidly getting commands to open and close the
same valve. This may cause “water hammer”, resulting in a number of simultaneous
water main breaks. Fig. shows the violated transition-probability in red. It has
a significant higher probability - P(s1,s2) = 0.975 - than the same transition in the
original DTMC. Since the probability of all outgoing transitions of one state equals
one, P(s1, s3) equals 0.025.

There is a limitation in this scenario. If the training data was collected from several

days and pipe B is far less used than pipe A, then it is normal for the transition of
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(s1,52) to have a higher probability. A sequence attack cannot be identified in the
moment of the command, since the transition exists in the system. If the transition is
used frequently over a short period of time, the transition probability might still lay
in an interval around the probability that is defined as “not harmful”. Therefore a me-
dian time is needed to get statements on how frequently over time a transition can be
used. The median time can be calculated using the first occurrence of an event and its
last occurrence. This means that a single event cannot be tested against the training
DTMC. A parallel DTMC need to be built and tested against the training DTMC.

s_2
Pipe A: open
Pipe B: closed

s_1
Pipe A: closed
Pipe B: closed

s_3
Pipe A: closed
Pipe B: open

Figure 11: DTMC with a violation compared to Fig. |8 by using a transition too frequently

Apart from the limitation in scenario three which can be handled by looking at the fre-
quency of the transition, there is a general limitation in using DTMCs for detecting sequence
attacks. Given a PLC that has two groups of components. Each group behaves differently
and consists of different components, but the groups depend on each other. This dependency
cannot be mapped within a DTMC. There are always details lost and an attack might not
be identified. Consider therefore the following example:

Given a PLC with three pipes — A, B and C. Pipe A always has to be closed when B or C
are open. B and C can both be open or closed the same time. “o_X" be “open pipe X" and
“c_X" be “close pipe X" with X e {A, B, C} and let all pipes be closed at the beginning. A
valid path is:

0A - cA —- 0B —- ¢cB — 0A — cA 9)

since pipe B and C are closed. Other valid paths are:

0A - cA —- 0 C —- cC — 0A — cA (10)

0A - cA —- 0B — 0C —-cB — cC - 0A — cA (11)

0 A —- cA —- 0 A —- c A (12)
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Let these paths in the order (9), (10), (11) and (12) be the training data. Fig. shows
the corresponding DTMC, without probabilities for a clearer graph. The blue and the red
transitions are those which might be critical. In this scenario however the blue transition is
safe, since it can only be taken when all pipes are closed. The red transitions are those to

take care of.

Figure 12: DTMC representing a general limitation

Consider the following path: 0 A - ¢ A — 0B — 0o C — c C — oA ltis
valid, looking at the transitions, but now pipe B and A are open which is a violation to the
definition. The reason for this violation is the ‘Markov property”. In this scenario a sequence
depends on more than just its predecessor, resulting in possible violations of the system. This

scenario shows that there is a limitation in identifying sequence attacks with DTMCs.

In two cases one can identify a violation of the sequence by detecting non-existing tran-
sitions in the system. The third needs a deeper look into the transition probability. A fourth
scenario showed a limitation by using DTMCs for detecting sequence attacks. This thesis will
now focus on the three violations that can be detected. These three violations show that it is
possible to use unintended paths within the DTMC by using valid commands only. It leads
to the question whether there exists paths with valid commands that can harm the system.

In addition possible minimization are discussed with which the violations can still be detected.

4.2 Sequence attack scenarios and minimization

Order based device Compromise: A typical sequence is the upload of new programs to a
PLC. The majority of application level protocols provide functionality for this process. This
includes messages from unloading and deleting existing programs to transferring, storing and
loading new programs. These functionalities are typically achieved by sending sequences of

messages. The sequence of messages for uploading a logic program to a PLC looks typically
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like Fig.[T3] The states represent the events of the process:
e s_T: “unlock the PLC"
e s_2: “lock the PLC"
e s_3: “stop the running program”
e s_4: "delete the existing program”
e s 5: “transfer the new program code to the PLC"

e s _6: “create program”

e s _/: “start program”

Figure 13: Order based device reprogramming

The process starts in state “s_1" Now the PLC is running. The transition from state “s_1°
to state “s_2" is triggered by the command “lock the PLC" Then the command “stop the
running program” is sent to the controller and the process is in the state “s_3" The process
follows with the commands “delete the existing program’, “transfer the new program code to
the PLC", “create program’, “start program” and “unlock the PLC" and ends in the state “s_7"
Experiments in an industrial control laboratory environment have revealed that it is possible
to attack some PLCs merely by sending some of these messages in an inconsistent order
[4]. For example, sending a valid “start program“ message when the program is still running
causes an error that is not properly handled by the PLC controller firmware, which causes
the PLC controller to crash. Fig.[T4] shows the malicious transition in red which causes the
PLC controller to crash [4]. The controller is in state “s_7" thus already running. If it now

gets the command “start program” it crashes.

Now consider a more complex version of Fig.[T3] The controller has 3 sensors attached
to it. One can read those values by sending the command “read value” with the specified
sensor address. They are addressed accordingly to Sec. [33] The I0As shall be 1, 2 and 3.
Fig.[15]is an example DTMC. The result is depending on the count of read commands and

jumps to “s_2" In all the new states “s_8" “s_9" and "s_10" the PLC is running. It is valid
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Figure 14: Compromised order based device reprogramming

reading multiple values and after some time executing the command “lock the PLC" since the

controller is running.

Figure 15: DTMC representing order based device reprogramming incl. other traffic

Now consider this DTMC, being in state “s_8" and executing the command “start program"”.
A transition is used that is not present in the training DTMC. Figure Fig. [T6] shows the

violation in red.

Figure 16: DTMC representing order based device reprogramming incl. other traffic and a
violation

Now that a sequence attack can be detected, one wants to try to minimize the DTMC for
a faster analysis. This can be done by merging the 10As, i.e., a state is now identified only
by its “Direction”, "Service" and "ASDU address”. The states “s_8" “s_9" and "s_10" result
in one state. They use the same “direction”, "ASDU type”, "ASDU address” and the 10As
are merged. The "ASDU type" of the commands, needed for the PLC update, differ for all
states. Accordingly these states are not merged although they share the same I0OA. This is

shown in Fig. @ There is no transition from state “s_8" to “s_7" Thus the sequence attack
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of using the command “start program” while being in state “s_8" can still be identified - see
Fig. This means the 10As can be merged while still being able to identify this type of
sequence attack. But the following example shows, that this minimization needn't apply to

all scenarios.

D

Figure 17: DTMC representing order based device reprogramming incl. other traffic - merged
|OAs

Figure 18: DTMC representing order based device reprogramming incl. other traffic and a
violation - merged |0As



Sequence attacks 31

Figure 19: DTMC representing the system of four pipes

Let a system consist of four pipes — A,B,C and D — that can be opened and closed. Initially
they are all closed. Pipes C and D can be opened and closed at any time, while A and B
always follow the sequence: open A — close A — open B — close B. The resulting
DTMC is shown in Fig.[T9] It has 8 states in total and 17 transitions. The black states indicate
the sequence that the system must apply. ox stands for “open pipe X" and ¢_X means “close
pipe X', whereby X € {A, B, C, D}. A sequence attack by opening pipe B without closing pipe
A first would be detected because of the missing transition. If we follow the minimization from
above and merge all I0As, the system would consist of two states. All opening commands are
merged together and all closing commands are merged together. Fig.[20] shows the resulting
DTMC. 04BCD stands for “open pipe A or B or C or D" and ¢c_ABCD means “close pipe A
or B or C or D". Now the system can only distinguish between opening and closing any pipe.
Since it was possible to open pipe C and directly open pipe D a self loop is attached to the
open command. The same applies to the close command. Now it is not possible to detect the
sequence violation anymore since there exists a transition from open pipe A to open pipe B.
This means a new minimization is needed in order to be able to detect this kind of attack.
A slightly different minimization would be to merge only specific states. In this example the
states 0_C and o_D are mereged as well as ¢_C and c_D. The corresponding DTMC is
shown in Fig. ocD stands for “open pipe C or D" and ¢_CD means “close pipe C or D"
The resulting DTMC now has only 6 states and 10 transitions, but the attack scenario will
still be detected by the DTMC.

This minimization can be applied to the “order based device programming” example. The
resulting DTMC might look like Fig.[T8] depending on which read commands would be merged.

That minimization would not effect the detection of the sequence attack and still lead to a



32 Sequence attacks

Figure 20: DTMC representing the system of four pipes by merging all reading commands
and all closing commands

Figure 21: DTMC representing the system of four pipes by merging some commands

smaller DTMC. This means, that the minimization depends strongly on the sequence attacks
that need to be detected.
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5 Experiments and results

This section discusses how the analysis of the data was realized and shows the results of
the experiments. A brief instruction into the used tools is given and the software written
for the analysis is briefly explained. In addition, possible implementations of minimizations
are discussed. At last the tool is run against data of a company which provided real data
for this thesis. The differences between the original DTMC and its corresponding minimized
DTMC are shown. The traces the company provided didn't include sequence attacks. They
were clean traces with which one can train their IDS. The traces were not customized to
include sequence attacks. Thus, the detection of sequence attacks using this approach and

the minimization is not discussed in this thesis.

Chapter B.1] briefly describes how the tool developed for the experiments was written. It
also explains how the graphs are to be interpreted. In Chapter [5.2] two approaches of how
the minimization can be implemented are described. Chapter B.3|finally presents the results

of the experiments. Non-minimized and minimized graphs are compared and discussed.

5.1 Implementation and representation of the graphs

The tool written for this thesis is based on the programming language python version 3.5. It
is a high level language and known to be good for rapid application developing. Furthermore,
it is open source and has a large library of additional functionality that can be used within
a project. The tool integrates two libraries: “pyshark” [23] for reading the trace of packets
and performing a deep packet inspection and “digraph” of the package “graphviz’ |24] for
generating the graphs.

Alg. [2] was implemented straightforward. There is no additional logic in creating the
graphs or generating the DTMC other than structuring the code to keep it readable. For
easy identification of the entry to DTMC there is an “entry” state at each graph, which is
labeled “entry” and marked with the color magenta. All other states are marked with col-
ors as well. States with same colors indicate that they are bisimilar if the minimization -
merging all I0As - applies. Each state has multiple attributes listed. Direction indicates
whether the packet was a response or a request. The / indicates that the events represented
by the state were ASDU-Type | events. The Type-ID is the type-id from the packet. The
ASDU-Addr shows the ASDU-address. [OAs shows the addressed |OAs. First Occurance
is the timestamp of the first occurrence of the event in the trace. Last occurance is the last
occurence of such an event within the trace. Count is the number of events merged into this
state.

The transitions were labeled as well. There is a fraction and a number p € |0, 1]. The first
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number of the fraction indicates how often this transition was used. The second number of
the fraction indicates how many jumps in total were made from that state. The number p is
the probability, using that transition. The transition lines have different levels of thickness.
The thicker a line is, the more likely it is to use that transition within the whole graph. It is
not leaned to the transition probability. Instead it is leaned to the number of jumps compared

to all jumps inside the graph. This way one can indicate the main path within the DTMC.

5.2 Implementation of the minimization

The minimization was done in two ways. In case (i), the DTMC was built as described in
Alg. |2l and afterwards be minimized step by step, which is described by Alg. |3} In case (i),
the DTMC was built using Alg. [2 with another abstraction of the definition state. Thereby a
state was identified by only using its “Direction’, “Service” and ‘ASDU address”. Both ways
lead to the same result. In the following the two approaches are discussed in detail and
beforehand Alg. [3] - used by case (i) - is explained.

Data: DTMC

Result: minimized DTMC
1 repeat
2 statesMerged « False;
3 foreach state, € DIMC do
4 foreach state, e DTMC do
5 if state, == state, then
6 merge(statep, state,);
7 remove(state,);
8 statesMerged « True;
9 break;
10 end
1 end
12 if statesMerged == True; then
13 break;
14 end
15 end
16 until statesMerged == False;

Algorithm 3: Minimization of a DTMC step by step

Alg. [3 expects a DTMC as input and its output is a minimized DTMC. Line 1 till 16 form

a loop which repeats until the variable “statesMerged” equals “False” In line 2 the variable
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‘statesMerged” is set to “False” Line 3 till 14 form a loop over all states of the DTMC. A
state inside the loop is referenced as state,. The , stands for “persistent”. Line 4 till 11 form
another loop over all states of the DTMC. This time a state is referenced as state,, whereby
the , stands for “obsolete”. Inside both loops lines 5 till 10 form a conditional statement.
If state, equals state, in all atomic propositions, line 6, 7/, 8 and 9 are executed. The
atomic propositions in this algorithm are: Request, Response, ASDU-Address, Type-Id and
the control field format. The IOAs are not part of the atomic propositions anymore. In line 6
state, is merged into state,. This means the counter of how often this state occurred needs
to be set, the first and last occurrence for the median time calculation needs to be updated.
This also implies the transitions. The source of every outgoing transition from state, needs
to be set to state,. If the transition already exists in state, it is updated, otherwise it is
added to state,. Also all incoming transition into state, need to be redirected to state,,.
In this thesis the IOAs were merged as well, as shown in the graphs. In line 7 the obsolete
state state, is deleted from the DTMC. Line 8 sets the variable “statesMerged” to “True”
Line 9 consists of the simple statement to jump out of the inner loop. Line 12 and 14 form a
conditional statement: If the variable “statesMerged” equals “True’, then line 13 is executed.
Line 13 jumps out of the second loop into the first loop. This means as long as one state can
be merged into another one, both inner loops are executed. Only one state is merged into

another one at a time.

In case (i), Fig.[22 and Fig.[23] show how states can be merged together. Fig.[2Z] shows
the originating DTMC and Fig.[23]is the resulting DTMC after the minimization using Alg.[3]
In the figures the colors show bisimular states that are equal. Both yellow states can be
merged together, since they equal in the atomic propositions of the minimization algorithm.
During the merge, the outgoing transition of the upper yellow state into the other yellow
state results in a self-loop. The source of the outgoing transition of the lower yellow state
is set to the upper yellow state. Furthermore the first and last occurrences are adjusted and
the count of events in the lower state is added to the count of events of the upper state. This

is one possible way of minimizing the DTMC.

In case (it), generating a minimized DTMC of the data, Alg. [J is used for building the
DTMC. Instead of identifying an event with the attributes Request, Response, ASDU-Address,
|OAs, Type-Id and the control field format, it is identified using all the attributes but the 10As.
This is a variation of the identification of a state as explained in Alg. [2] where events with
the same atomic propositions are merged together. Using the same data as in case (i), the
resulting DTMC is identical to Fig.[23] Therefore both ways lead to the same result but
using the method in case (i) may lead to unnecessary mistakes because of the extended logic.
Thus, a minimization should be done from scratch using Alg.[2 and an appropriate abstraction

of the atomic propositions used for the identification.
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Figure 22: DTMC representing legit activities of device B over the period of one day
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Figure 23: Minimized DTMC representing legit activities of device B over the period of one

day
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5.3 Experiments on traces

T/

Figure 24: DTMC representing legit activities of device A over the period of one day

In order to demonstrate the advantages of the minimization, an experiment was created.
In this experiment graphs with and without minimization were build, using the same data.
The minimization used in this experiment was merging all I0As together, thus identifying a
state by all attributes but the IOAs. A possible application for this minimization was given
in Sec.[4 The resulting DTMC for a given trace from a company over a period of one day
for one particular device A looks like Fig.[24] Although the period of time is still small for
a training DTMC, the resulting graph is complex. It already consists of 52 states and 282
transitions. Executing the algorithm on the same data by merging the |OAs results in the
graph represented by Fig. [25] The graph now consists of 8 states and 23 transitions. For

the states this is a reduction of approximately 84% and for the transitions of approximately
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91%. This is a significant reduction of the state space.
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Figure 25: DTMC representing legit activities of device A over the period of one day using
the minimization
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Comparing the reduction on a trace of a complete week, the reduction is even more
significant. Fig. [26] shows the graph representing the trace of one week. It consists of 81
states and 579 transitions. The related graph generated using the minimization is shown
in Fig. [27] It only consists of 10 states and 36 transitions. This complies a reduction of
approximately 88% for the states and approximately 94% for the transitions. This approach
is promising regarding the possible reduction of the state space. However it may not always
be possible to detect every sequence attack one wants to look at. Since the detection of

sequence attacks is the essential part of the IDS, another approximation may be used.
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Figure 26: DTMC representing legit activities of device A over the period of one week
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Figure 27: Minimized DTMC representing legit activities of device A over the period of one

week
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The results from above are experiments on two traces. In order to be able to give rea-
sonable statements, more real data needs to be tested. This was done in the following. The
tool was run to create a DTMC without and with minimization. In both cases the states and
the transitions were counted and the results are shown in Tab.[1] Tab.[2 and Tab. 3] Seven
devices were chosen by random. For each device the test was run using a timeinterval of
one hour, one day and one week. The column Label is the label of the trace. Columns
States and Transitions list the states and transitions for a given trace without minimization.

The Columns Statesy, and Transitionsy, list the states and the transitions for the corre-

Statesy
States

. Thus, the last two columns show the level of minimization. The smaller the level

sponding minimized DTMC. ¢ represents the fraction

Transitionsy
Transitions

of minimization, the more effective the algorithm worked.

and T represents the fraction

It is to mention, that the time needed for the generation of a DTMC only depends on
the count of packets within a given trace. The more packets to analyse, the more time the
generation of the DTMC takes. The connection is linear. The tool written for this thesis
was using a single core of one cpu only. On an Intel Xeon E312xx (Sandy Bridge) with a
frequency of 2Ghz the analysis of a trace with 33166 packets needed approximately 141 sec.
The number of packets does not contain any information about the time interval of the trace.
There are devices with a lot of communication and devices with less communication. A trace
containing all the communication within one facility in the company over the time interval of
one hour had around 1.400.000 packets. The analysis of this trace took slightly more than
one hour. The most time consuming part in this algorithm is the analysis of the packet itself.
In addition, a not irrelevant part of constructing the DTMC needs to be taken into account.
As the runtime optimization was not part of this thesis, further adjustments on the algorithm
need to be considered for real time application. This includes speeding up the deep packet

inspection as shown in [25] and possible optimization of the code.

Tab.[T] Tab.[Z and Tab. 3| show that the minimization can lead to significant improvement,
but there still remain cases for which the chosen minimization is not that effective. As
expected, more states and transitions give more possibilities for minimization. Additionaly,
improvements can be seen when comparing the effectivity of one week to one hour.

In summary, the results presented show that the approach of minimization can lead to great
improvements and should be considered when using DTMCs for the detection of sequence

attacks.
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Label H States Transitions | Statesy, Transitionsy o T
A 27 70 9 16 033 023
B 7 (K 6 1K 086 1.0
C 20 34 10 20 05 059
D 12 17 9 16 075 094
E " 16 7 12 064 075
F 25 44 (K 23 044 052
G 10 14 8 14 08 10

Table 1: Results using a timeinterval of one hour

Label H States  Transitions ‘ Statesy; Transitionsy o T
A 52 282 38 23 015 0.08
B 7 11 6 1 086 1.0
C 28 85 10 33 036 039
D 15 33 9 21 06 064
E M 19 7 14 064 074
F 34 92 1 30 032 033
G 13 26 38 21 062 081

Table 2: Results using a timeinterval of one day

Label H States  Transitions ‘ Statesy; Transitionsy ‘ o T
A 81 579 10 36 012 006
B 7 12 6 12 086 1.0
C 67 185 12 44 018 024
D 36 84 12 37 033 044
E " 24 7 16 064 067
F 73 238 11 48 015 02
G 13 31 3 24 062 077

Table 3: Results using a timeinterval of one week
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6 Summary and conclusion

SCADA networks controlling often critical infrastructures are increasingly a subject to cyber
attacks. One of the promising methods for improving the security of SCADA networks is the
use of intrusion detection systems. This thesis has investigated the approach of [4] and tried
to improve it. For this reason, this thesis first introduced SCADA system and the related
hard- and software components. The IEC-104 protocol, one of the important protocols used
within SCADA networks, was then discussed. Regarding the security of these networks, the
term IDS was explained. Several approaches to intrusion detection were discussed and it
was shown, that these approaches aim at a specific and not always the same goal. This was
followed by the introduction of sequence attacks. Chapter three gave an introduction into
the underlying structures of this thesis and its approach to build an IDS. The question why
a minimization may be interesting and how a minimization in general works were explained.
The representation of sequences in a DTMC is an essential step in this work and was dis-
cussed in Sec. @ Furthermore, an algorithm was provided, that builds a DTMC out of a
sequence. Sec.[33]addressed the sequence attacks and how to detect them using a DTMC. In
addition, possible minimizations were shown as well as some problems regarding sequence
attacks and DTMCs. Finally, Sec. |§| presented results of one possible minimization, using

real data from a company.

Marco Caselli et al. showed that it is possible to detect sequence attacks within SCADA
networks regarding the IEC-104 protocol [4] They used a DTMC to model the commu-
nication between two devices and anlyzed the resulting structure. This thesis took up the
approach and went one step further. The structure was minimized in order to handle the
state space explosion problem. It was shown that a significant minimization of the DTMC
is possible, while still be able to detect the appropriate sequence attack. We were able to
reduce the state space of a DTMC describing sequences from a week by over 80% and the
transitions by over 90%. This shows the potential of this approach and was the main aim of

this work.

Nevertheless, it was also shown that the minimization strongly depends on the attack
scenario that should be identified, thus each attack scenario needs its own minimization.
In order to find a suitable minimization that detects all attack scenarios, one first needs to
describe each minimization for each attack scenario on its own. Afterwards, these minimiza-
tions need to be merged into one. It might happen that the minimizations cannot be merged.
In that case there does not exist a minimization for that configuration. Furthermore, this
thesis showed that using a DTMC for the detection of sequence attacks lacks an identifica-
tion problem. Not all kinds of sequence attacks are possible to describe within a DTMC,

since some sequence attacks depend on more than just one time step. Furthermore, some
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of the sequence attacks need precise physical description since some processes like “water
hammer“ strongly depend on the underlying physical process. For precise statements the fre-
quence is essential and this may differ, depending if the target is a pipe, a tank or something

else. Nevertheless, it is possible with this approach to detect some kinds of sequence attacks.

There is still space for further research, especially the structure which is used to model
the sequences. It may not be practical to find a new minimization for each device and attack
scenario for companies with large installations. Future research may therefore focus on
finding other approaches, that allow faster analysis out of the box. This faces especially the
problem of the expense used to find appropriate minimizations. Upon that, further research
may also find other approaches that focus on detecting sequence attacks, which depend on
more than one time step. Moreover this thesis didn't investigate in detecting real sequence
attacks within network traces. Thus, further research may also focus on detecting attacks on
real network traffic. In addition it is worth investigating research in finding out how much

time can be saved using these minimizations in order to detect sequence attacks.
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