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topics TR e

e security in large networks
— basic considerations

e concept of Uni Miinster

e technical realization
— routing
— access control lists (acl)
— firewall
— virtual private network (vpn)
— intrusion prevention (ips)
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security in large networks R

e how do |l increase IT-based security in large
complex enterprise networks?

— precedence: ES security — obvious: task allocation
e scalable e ES administrators:
e user and application - security in ES
oriented — security in ES applications
* methods (e.g.): - end-to-end security
— anti virus scan * network administrators:
— personal firewall — security in transport system
— update services (Sl layer 1-4)

host intrusion prevention
policy orchestration

— network security
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»classical” design insufficient LR
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e perimeter firewall absolute insufficient
— different security requirements within Intranet
— no protection between Intranet parts
— complex firewall rules
— Intranet is as bad as Internet (especially at universities ;-)
— high Intranet performance may increase efficiency and impact of attacks

e “classical” solution: roll out of many dedicated firewall devices

e problems in large networks
— management, flexibility, operating and costs

e same considerations for other security instances, e.g. IPS
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security concept at Uni Miinster )  &E%rmee:

e Net Areas (“Netzzonen”)

— basic elements are Net Areas
e grouping of IT-Systems and parts of (network) infrastructure for which
the users have common security and/or functional requirements, e.g.

— workstations
— servers
— printers
— lab systems
— database systems with confidential information
— public terminals

— MNet Areas can be technically mapped to e.g.
e virtual LANs (vlans)
e |Psubnets
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security concept at Uni Miinster o Waf

e Security for Net Areas

— securing access to Net Areas with embedded network security
functions as required, for example by
e stateless packet screens (Access Control Lists, ACLs on routers)
e stateful packet inspection (firewalls)
e application gateways or proxies
e Intrusion Prevention Systems (IPS)
e Virtual Private Networks (VPN) technology
e content filter
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security concept at Uni Miinster ¢  Wi%rmmee

e Structured Network
— interconnection of Net Areas as required, e.g. via
e routers
e switches
® vpn
— (hierarchical) grouping and interconnection of Net Areas

analogous to the (hierarchical) organization of enterprise,
criteria could be e.g.:

* rules or responsibilities
e security requirements
e service, device or user oriented
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security concept at Uni Minster Wlf

e Virtualization

— (hierarchical) interconnection and embedding of security
functions wherever necessary requires many devices to be
deployed

— optimization concerning effort, flexibility and costs through
intensive usage of virtualization technologies:

e virtual LANs (vlans)

e virtual routers (vrf)

e virtual security functions (firewall, ips, ...)
e virtual multiple VPN access

— high performant devices centrally installed providing many
virtual instances simultaneously
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security concept at Uni Miinster s  Wi%r e

e User Self Care mechanism (“Mandantenféhigkeit”)

— development, implementation and maintenance of typically
complex (security) configurations of many (security) instances
difficult for staff of central network administration

— local administrators of decentral Net Areas are much deeper
involved in their configuration requirements

— solution: management platforms should support authenticated
and authorized access of local administrators to only their
(virtual) instances of their Net Area(s)

e relief of central administration
e shorter delays, just in time

— important: central administrators keep “master” control and can
enforce default or mandatory settings
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summarization Tl seonons

e concept of Net Areasin Structured Networks enables
— more simple and clear security rule sets
— obvious and distributed responsibilities
— delegation of administration to users (user self care)

e handling of (complex) security infrastructures also in larger
enterprises does more scale and becomes more economic
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University of Miinster

e one network
— University of Miinster (WWU)
— University Hospital of Miinster (UKM) W

e hierarchical organization

e together
— 36.000 students / 12.000 employees
— 277 buildings =
— 46.451 outlets —
— 19 core router
— 1701 switches e
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structure-template
as example

Administrators Server
(outside)

Employees |

Employees Il

Server
(inside)

@ router
group of Net Areas Net Area (vlan/subnet),
Q for (sub-)departments O collection of users/devices

Ef

stateless packet screening

stateful inspection (firewall)
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building of hierarchiels LTl

Administrators Server
(outside)

Employees |

Employees Il

Server
(inside)

N hierarchy level
@ router stateless packet screening

group of Net Areas Net Area (vlan/subnet), o
Q for (sub-)departments O collection of users/devices ”"ﬁ stateful inspection (firewall)

Ei
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Institute of Physical Chemistry Py e

Netzzone Chamia
Institut fir Physikalische )
Chemie (PC) | inforum 1/2006
Stand: 08.01.2007 (GW) e

\
PCIASec e PCIAdminVPN
FOA PCILabor PeiCIP PCIDrucker PCIUSer-VPN
besonders gesicherte Sorver VPH-Zugang fix
Arbeisplitze Absisplétze, Labior-Rechner CIP-pools Instiuts-Drucker System- VPN.Zugang fir User
Sekretariat L Adminisiratoren
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Net Area management CHy

e self-development: N/C_online
e new: management of Net Areas included

e ™ e estrALISERE N I H 2euraum 108
=T C online
MousTER P L 1 ]

veraRBEITUNG
> Stansete > Benutzer bmelden Guida Wessendorf - 24.06.2010 124018
Netzzonen
B Stammdaten KindZona{r) |zngohirigs Objokte | Verantwiortung / Organisation
- [i| Netzzone: CiP
CIP-Pook Rechner Stord 02032008 035578

2ugeortnete Subnetze:
Subnetz Maske Groke.
1041340 265265265128 10.41340-104134127 128 (&) 1041341

ber zug, Subneta(e) emitlbare Netzknoten:
Nitikaten anmitieln =

2ugeordnete VPI-Zuginge

B ac Name Typ Beschreibung VPN Gateways Nutzergruppe Em’.“' VP Profil {pc)
Lt Keine VPN-Zuginge zugeondnet!
-

zugeordnete aktive ACL-Regelsatze

. e, Name  Version Beschieibung
B 1c ! V2565-down 5
- oc £ VEBEwp 8 B
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VPN access Bl mrosenos

e break through hierarchy to enable special or
ad hoc access
e from somewhere
— from other Net Areas
— from Internet
* to somewhere
— to other Net Areas or hierarchies
— to Internet
e with differentiated authorization
— e.g. karl.maier@admin.math.uni-muenster.de

e client-to-site or site-to-site
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VPN access

¢ |Psec tunnel
e “virtual placement”

Administrators
Employees |
Employees I

Server
(inside)
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realization
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»,hew offer*: security services

e centrally installed
e highly virtualized
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. UKM

Hints:

« L2links notincluded

L2 distribution area per
vlan as small as possible
UKM net similar to UNI

end user vlans
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(exemplarily and
incomplete)
-
N
Q.
5
8‘.
c
= @ router
o
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chassis

[T 7 virtual lan
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Hints:

« L2links notincluded
L2 distribution area per %
vlan as small as possible
UKM net similar to UNI
notall L3 links included!

end user vlans
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(exemplarily and
incomplete)

-m remote access
AEa Virtualips
virtual fw

stateless packet
screening

virtual router

router

uonnquisip ¢
e :

chassis

[T 7 virtual lan
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redundancy and load sharing TR

e forevery part
(routing, firewall, ips, ...)

e two redundant network trees e overbooking possible

ZENTRUM FUR

* no hot standby necessary
(dynamic routing protocols)

> enduserlANs

giasaay firewall

— g
@ router
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e forevery part
(routing, firewall, ips, ...)

* no hot standby necessary
(dynamic routing protocols)

e two redundant network trees e overbooking possible

—— OSPF cost “normal*
—— OSPF cost “high”
O  HSRP primary
@  HSRPsecondary

> enduserlANs

gisaaay firewall

m ips

@ router
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Cisco Catalyst 6509 R

Supervisor Engine 720 (3BXL)
® 40 Gbps/slot (720 Gbps Crossbar)
e 4-port 10GE modules supported

e |Pv4 routing in hardware, up to 400 Mpps
e [Pv6 routing in hardware, up to 200 Mpps
e up to 1M routes (IPv4), 500k (IPv6)

e up to 1024 VRF (virtual router)

® 32k port ACLs (stateless, wire speed)
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Firewall Services Module
Quick Recap...

THE WS-SVC-FWM-1-K9
SUPPORTS THE
FOLLOWING...

Fabric line card

Supported in Cisco 10S and
Catalyst OS

Network-processor based hardware
Up to 5Gb aggregate throughput

Up to 3Mpps aggregate performance
Up to 1M TCP concurrent connections
Supports dynamic routing (OSPF)

Up to 100K new connections per

NP - second for HTTP, DNS and enhanced
Backplane T ooy SMTP
Interface < - Support for 100 Virtual Firewalls
<> NP + Transparent Firewall support

Intra and Inter chassis failover in
Active/Standby mode
Dynamic Routing with RIP
and OSPF

RST-2504

0794_05_2004_c2 2004 Chsco Systems, Inc. All fights reserved. 30
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firewall management TR e

e (Cisco Security Manager (CSM)

* syslog event management

— open source implementation:
syslog-ng + MySQL + Apache + php-syslog-ng

zIv
Uhe i i .t Dk S| QUARY
SELECT TABLE: 1005 L]

USING CACHE TO POPULATE HOST AND FACILITY FIELDS.
Cache last updated on 2006-01-16 10:38:42,

HosTS: SYSLOG FACILITY:  SYSLOG PRIORITY: o
Inciude Fo) inciude O Include O %
Excluds ® Exclude G Exclude () it
Hostname like locald debug e 304
syslog info ot roaRsmar B EDLGIIG  NPWSMIOEIOD: sk S ek e scors bR D ERAIATEALIEESA) - ALY N
[ — o . M S S
10.46.26 61 warning mawmarma SN, TR i s meain
10.46.98 69 e meinemal S SN R S et
o e T R RO
ety 1o s (RGN 001 A e e
DaTE Tive
- RECORDS PER PAGE 100 v
-~ ORDER BY datetime 737 ek vman |t SOSSLIG P sceins et x4z}
The date format is TYY-MM-DO and the tre format is HH:HM:SS. e = ke o
esterday, today and now are also valid dates and now is also valid as & time 7o ansnsman [t | SOGELI Mmoo st
SEARCH MESSAGE: P e Bt v
Exclude [J AND e 10
Exclude [ o e T LA > TS
exciuds []
COLLAPSE IDENTICAL MESSAGES INTO ONE LINE: [4] i
o
eyreree 47648057 b
e s
Executed in 0. seconds NEXTLAST
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IPsec VPN SPA PR LR

e shared port adapter (SPA) for carrier module for Catalyst
e 2.5 Gbps AES/3DES throughput

® up to 8.000 tunnels simultaneously

e tunnel setup rate 60 tunnels/sec

® upto 10 modules/chassis

e vrf support
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|IPsec VPN SPA L

e vif support (vrf-aware-IPsec feature)
$

7 AN
, N
é @ é vrf routers

b

— virtual tunnel end at arbitrary vrf (within same chassis)
— complete routing integration (e.g. ospf)

standard router
(VPN gateway addresses on loopback interfaces)
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e intrusion detection and * up to 2 Gbps throughput

prevention e up to 1000 virtual systems

— signature based
(e%g. anti virus) (e.g. vlan based)

— behavior based e transparent mode
(e.g. anti DoS) (“in-line mode”)
— known vulnerabilities
. * management front end
— combined . .
(day-zero-attacks) multi-subscriber capable

e blocking in real time (“administrative domains”)

(if required)
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prospects CL g

e further deployment of concept!
— structuring
— building of hierarchies
— user self-care mechanisms (via network database “NIC_online”)
e access and firewall rules management
e port configurations
e subscriber management
¢ end system security for VPN connections
— policy enforcement
e content filtering / secure proxies
- e.g.
e WebSense
N2H2
WebWasher
e BlueCoat
® |ronPort
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inforum — information of University - e
Miinster Computing Centre (ZIV)

e inforum 1/2005
— Netzseitige IT-Sicherheitsmafinahmen des ZIV
= http://www.uni-muenster.de/Z1V/inforum/2005-1/al17.html
e inforum 1/2006

— Netzseitige IT-Sicherheitsmanahmen des ZIV 2006
= http://www.uni-muenster.de/Z1V/inforum/2006-1/a04.html

— Stateful-Firewall-Service des ZIV
= http://www.uni-muenster.de/Z1V/inforum/2006-1/a06.html

— VPN-Service des ZIV
e http://www.uni-muenster.de/Z1V/inforum/2006-1/a05.html

¢ inforum 1/2007

— Netzstrukturierung im Naturwissenschaftlichen Zentrum (NWZ2)
e http://www.uni-muenster.de/Z1V/inforum/2007-1/a20.html
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