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Commercial Static Analysers
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Intra-procedural

var 1i:1int; E’

assume i >= 0;

while (i >= 0) do
i =13i - 1;

assert (i + 1 >= 0);

3

done ; 1_
1

4

5

o, —
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Inter-procedural

7 proc inc(p,q) : (r) {

1 proc main() : (n) { 8 assert(p >= 0);
2 assume (m >= 1); 9 if (p >= 1)
3 n = inc(1, m); 1? els: = q + 1
4 assert(n >= 0); 12 r = q-
= q’
5 '} 13 endif ;
14 }

2
m >= 1 '(p>—/ \
3

n = inc(i,m)l / \(p >= 1)

4
n>=0 '(n >= 0)
(::f(// \\\Nerr r=gq+1 r=4q
B
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// thread Ty

thread T1

x = 0;

lock(m) ;

if (x == y) A
unlock (m) ;
d = 3;

} else {
unlock (m) ;

+

/* end */
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Multiple threads
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// Thread To

thread T2

y = 1;

lock(m);

if (x <= y) {
unlock (m) ;
d = 2;

} else {
unlock (m) ;



Trace Abstraction Refinement
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Trace Abstraction Refinement (cont'd)

Heizmann, M., Hoenicke, J., Podelski, A.
Refinement of trace abstraction.
Static Analysis Symposium, 2009.

A := CFG(P) ®

r

= L(A) = o7? 4 Is t feasible?
No, let t € L(A)

Yes Yes

L(A) := L(A)\ L(ITA() <—‘

A A

No error in P Errorin P
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Partial Correctness

/ proc inc(p,q) : (r) { l
8 assert(p >= 0);

9 if (p >= 1)

10 r = q + 1;

11 else

12 r = q;

13 endif ;

14 }

{—_-error} inc {—__error}
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Building Hoare Triples

{r 20} ——3p {—_error}
{—_error} —=» {-_error}

{—__error} {—_-error}

{p > O A —_error} A;,. {—__error}

{p = 1 A —__error} Ai,. {—__error}
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Algorithm 1

Check triple {P} A {Q}
A := CFG(P)

—— L(A) := L(A) \ L(/TA(P, - Q)(1)) <—|

= L(A) = &? e Is t (P, —Q)-feasible?
No, let t € L(A) ( )

Yes Yes
{P} A{Q} valid {P} A {Q} not valid
Found {P'} A{Q}and P = P',Q = Q post(t, P) N —=Q < False
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Extended CFGs

/7 proc inc(p,q) (r) { 1
8 assert(p >= 0); 2
9 if (p >= 1) 3
10 r = q + 1; 4
11 else 5
12 r = q;
13 endif ; l
14 % 8

\p§‘>= 0]

I (p >= 0) 9
l(p >= 1)
p >= 11\
12

__error
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proc main () (n) A
assume (m >= 1);
n = inc (1, m);
assert(n >= 0);

¥

m >=

__error,n = inc(1,m)

b

3

b

3.4

:

| __error
l!(n >= ()

4

_-error

12



Function Summaries

l proc inc(p, q) : r
a‘ﬁo p=>1,r>q+1)
'(p >= 0) 9 p>1,r<q+1)
\!‘(p >= 1)
P>=11 (p > 0,r > q)
12

(p > 1 A —__error, =__error)

r=gq (True, True)

_error = 1



Inter-procedural Trace Refinement (1)

{—__error} Ayain {—__€rror}

|
2

m >= 11

3

__error,n = inc(1,m) l
3.4

I __error
,! (n >= 0)

__elror

n >0

_error = 1

Ainc
(True, True)

{—_errorAp=q=1} A;,. {—__error}

{—_errorAp > 0} A;,. {—_error}



Inter-procedural Trace Refinement (2)

{—__error} An.i, {—_error} Ainc
1 (True, True)

(—__error A p > 0, —__error)

{p=q=1} A, {not(n=—-1)}
_error,n = inc(1,m) pPz21Aqg2>1} A {r>q+1}

I __error| §
! (n >= 0) Y,

__error

L W
h

2016 © Franck Cassez IFIP WG2.2 Singapore 2016 15



Inter-procedural Trace Refinement (3)

{—__error} Ayain {—__€rror}

__error,n = inc(1,m) l
3.4

l__error
,! (n >= 0)

b 4

/

__error

_error = 1
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Ainc
(True, True)

(—__error A p > 0, —__error)

(p2>1Aq2>1,r2>q+1)

{—-error} Apain {—-€rmorAn >m+1}

Cassez F., Miuller C. and Burnett K.

Summary-Based Inter-Procedural Analysis via
Modular Trace Refinement, FSTTCS 2014

Cassez F. and Muller C.

Analysis of program code
US Patent Application (2014). 14/540,929
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Algorithm 2

Check triple {P} A {Q}
A := CFG(P)

L(A) := L(A) \ L(ITA(P, = Q)(1)) <

= L(A) = o7 Is t (P, —Q)-feasible?
No, let t € L(A) ( )

Yes Yes
{P} A{Q} valid {P} A {Q} not valid
Found {P'} A{Q'}and P = P',Q = Q post(t, P) N —-Q Z False

Add (P’, Q') to summary C(A)
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Inter-Procedural Algorithm
Is t (P, Q) — feasible ?
t,P,Q

l Check again t ¢

Get Witness Assignment
yi = Fi(x;) for each FCall

post(C, t, P) N Q C False? —

Yes

Check Hoare Triples
t(t, P) N Q C Fal
post(t, P) N Q C False (X} Fi {—~yi}

Returns t is not (P, Q)-feasible Vi, {x;} Fi {-y;} 1

Eli, {X,} F,' {—ly,}
is valid

is not valid

Vi, {x;j} F; {—y;} invalid

Returns witness path Vi, y; = Fi(x;)
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Concurrent Programs

14  // Thread To

// thread Ty 1
thread T1 5 thread T2
X = 0; 16 y = 1;
- 17 lock(m);
igciimi; y § 18 if (x <= y) {
y 19 unlock (m) ;
unlock (m) ; 20 4= 2.
d = 3; ’
’ 21 3} else {
boelse o 22 unlock (m) ;
unlock (m) ; 53 3
}
/* end */
L(P(T1) x P(T3)) Is there a feasible error trace?
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Trace Refinement for Concurrent Programs

Jan error trace t € L(P; X P5)
<= feasible
Jan error trace t/ € Lr(P; X P»)

(P, P;) — A:= Ay A(f) <
No
(La(Pr x P2) N L(A) = 27 No ot is feasible?)
3t € Lr(P; X Po) N L(A)
Yes Yes

(Pj, P>) is unsafe
t is a withess path

[(P1, stris safe]

Cassez, F. and Ziegler F.
Verification of Concurrent Programs Using Trace

Abstraction Refinement
LPAR 2015
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