
Do	  We	  Really	  Need	  
Axioma0c	  Seman0cs?	  

Grigore	  Rosu	  
University	  of	  Illinois,	  USA	  



Thesis	  

Axioma0c	  seman0cs	  (Hoare	  logic)	  
unnecessary	  for	  program	  verifica0on.	  
	  
Opera0onal	  seman0cs	  suffices.	  
	  	  	  	  	  	  -‐	  without	  paying	  any	  price!	  
	  	  	  	  	  	  -‐	  on	  the	  contrary,	  with	  advantages!	  



Overview	  

•  Demo	  of	  MatchC	  
•  K	  (opera0onal	  seman0cs	  framework)	  
•  Reachability	  Logic	  
– Sound	  and	  complete	  language-‐independent	  proof	  
system	  for	  reachability	  

– Takes	  opera0onal	  seman0cs	  as	  “axioms”	  



MatchC	  Demo	  



K	  Framework	  

Joint	  project	  between	  
	  	  	  	  	  	  	  	  	  	  	  	  	  the	  FSL	  group	  at	  UIUC	  (USA)	  and	  
	  	  	  	  	  	  	  	  	  	  	  	  	  the	  FMSE	  group	  at	  UAIC	  (Romania)	  

k-framework.org	  
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Current	  State-‐of-‐the-‐Art	  in	  PL	  Design,	  
Implementa0on	  and	  Analysis	  

Consider	  some	  programming	  language,	  L	  
•  Formal	  seman0cs	  of	  L?	  
–  Typically	  skipped:	  considered	  expensive	  and	  useless	  

•  Implementa0ons	  for	  L	  
–  Based	  on	  some	  adhoc	  understanding	  of	  what	  L	  is	  

•  Model	  checkers	  for	  L	  
–  Based	  on	  some	  adhoc	  encodings/models	  of	  L	  

•  Program	  verifiers	  for	  L	  
–  Based	  on	  some	  other	  adhoc	  encodings/models	  of	  L	  

•  …	  



Example	  of	  C	  Program	  

•  What	  should	  the	  following	  program	  evaluate	  to?	  

•  According	  to	  the	  C	  “standard”,	  it	  is	  undefined	  
•  GCC4,	  MSVC:	  it	  returns	  4	  
GCC3,	  ICC,	  Clang:	  it	  returns	  3	  
By	  April	  2011,	  both	  Frama-‐C	  (with	  its	  Jessie	  
verifica0on	  plugin)	  and	  Havoc	  "prove"	  it	  returns	  4	  

int main(void) { 
  int x = 0; 
  return (x = 1) + (x = 2); 
}	  



A	  Formal	  Seman0cs	  Manifesto	  

•  Programming	  languages	  must	  have	  formal	  
seman0cs!	  (period)	  
– And	  analysis/verifica0on	  tools	  should	  build	  on	  them	  

•  Otherwise	  they	  are	  adhoc	  and	  likely	  wrong	  

•  Informal	  manuals	  are	  not	  sufficient	  
– Manuals	  typically	  have	  a	  formal	  syntax	  of	  the	  
language	  (in	  an	  appendix)	  

– Why	  not	  a	  formal	  seman0cs	  appendix	  as	  well?	  



Mo0va0on	  and	  Goal	  

We	  want	  a	  seman0c	  framework	  
which	  makes	  it	  easy	  and	  fun	  to	  define	  
programming	  languages,	  no	  mafer	  
how	  complex	  or	  large	  they	  are!	  



The	  K	  Framework	  
k-framework.org 

A	  tool-‐supported	  rewrite-‐based	  
framework	  for	  defining	  
programming	  language	  design	  and	  
seman0cs.	  



Complete	  K	  Defini0on	  of	  KernelC	  

KERNELC— a C-like language
Traian Florin Şerbănuţă and Grigore Roşu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities of K definitions, as well as concurrency power and easiness in defining and
exploring relaxed memory models.

Research based on KERNELC

KERNELC originated in the study of memory safety for C and first presented in the following paper:

Grigore Roşu, Wolfram Schulte, and Traian-Florin Şerbănuţă: Runtime Verification of C Memory Safety.

Runtime Verification (RV’09), Lecture Notes in Computer Science 5779: 132–151. 2009

Since then it has been expanded and used for expressing and verifing concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin Şerbănuţă: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTS K-LATEX+PL-ID+PL-INT
SYNTAX Exp ::= Exp + Exp [strict]

| DeclId

| Id

| Int

| Exp - Exp [strict]
| Exp ++
| Exp == Exp [strict]
| Exp != Exp [strict]
| Exp <= Exp [strict]
| Exp < Exp [strict]
| Exp % Exp [strict]
| ! Exp

| Exp && Exp

| Exp ? Exp : Exp

| Exp || Exp

| printf("%d;", Exp ) [strict]
| scanf("%d",& Exp )
| scanf("%d", Exp ) [strict]
| NULL
| PointerId

| (int*)malloc( Exp *sizeof(int)) [strict]
| free( Exp ) [strict]
| * Exp [strict]
| Exp [ Exp ]
| Exp = Exp [strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp ) [strict]

SYNTAX Stmt ::= Exp ; [strict]
| {}
| { StmtList }
| if( Exp ) Stmt

| if( Exp ) Stmt else Stmt [strict(1)]
| while( Exp ) Stmt

| return Exp ; [strict]
| DeclId List{DeclId} { StmtList }
| #include< StmtList >

SYNTAX StmtList ::= StmtList StmtList

| Stmt

SYNTAX Pgm ::= StmtList

SYNTAX Id ::= main
SYNTAX PointerId ::= * PointerId [ditto]

| Id

SYNTAX DeclId ::= int Exp

| void PointerId

SYNTAX StmtList ::= stdio.h
| stdlib.h

SYNTAX List{Bottom} ::= List{Bottom} , List{Bottom} [assoc hybrid id: () strict]
| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}

| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId

| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp

| List{DeclId}

| List{PointerId}

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTS K-LATEX
IMPORTS KERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St = if( E ) St else {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId = int PointerId

MACRO #include< Stmts > = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId = E = int PointerId = E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTS K-SHARED
IMPORTS K+KERNELC-DESUGARED-SYNTAX+PL-CONVERSION+PL-RANDOM
CONFIGURATION:

•

k

•

funs

•

env

•

mem

•

fstack

•

in

“”
out

•

ptr

0

next

0

rand

T ?

“”
result ?

RULE X

V

k

X 7! V

env

RULE X ++

I

k

X 7! I

I +
Int

1

env

RULE X = V

V

k

X 7! –
V

env

RULE I1 + I2 * I1 +
Int

I2

RULE I1 - I2 * I1 �
Int

I2

RULE I1 % I2 * I1 %Int I2 when I2 !=Int 0

RULE I1 <= I2 * Bool2Int ( I1 
Int

I2 )

RULE I1 < I2 * Bool2Int ( I1 <
Int

I2 )

RULE I1 == I2 * Bool2Int ( I1 ==Int I2 )

RULE I1 != I2 * Bool2Int ( I1 !=Int I2 )

RULE _?_:_ * if(_)_else_

RULE if( I ) – else St * St when I ==
Int

0

RULE if( I ) St else – * St when ¬
Bool

I ==
Int

0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S +
String

Int2String ( I ) +
String

“;”

out

RULE scanf("%d", N )

* N = I

k

I

•

in

RULE scanf("%d",& X )

X = I

k

I

•

in

RULE V ; * •

RULE { Sts } * Sts

RULE {} * •

RULE St Sts * St y Sts

RULE int X Xl { Sts }
•

k

•

X 7! int X Xl { Sts }

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem ::= Id # Map # K

RULE

0

BBBBBBBBBBBBB@

X ( Vl ) y K

Sts

k

Env

eraseKLabel ( int_ , Xl ) 7! Vl

env

X 7! int X Xl { Sts }

funs

•

X # Env # K

fstack

1

CCCCCCCCCCCCCA

CONTEXT: int – = ⇤

RULE int X

void

k

•

X 7! undef

env

RULE return V ; y –
V

k

RULE V y •

K

k

–
Env

env

– # Env # K

•

fstack

RULE random()

randomRandom ( N 0 )

k

N 0

N 0 +
Nat

1

rand

RULE srandom( I )

void

k

CONTEXT: * ⇤ = –

CONTEXT: * ⇤ ++

SYNTAX Val ::= Int

| void
SYNTAX Exp ::= Val

SYNTAX K ::= List{DeclId}

| List{Exp}

| List{PointerId}

| Pgm

| StmtList

| String

| restore( Map )
| undef

SYNTAX KResult ::= List{Val}

SYNTAX List{K} ::= Nat .. Nat

RULE N1 .. N1 * •

RULE N1 .. s
Nat

N * N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}

END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTS K
IMPORTS KERNELC-SEMANTICS

RULE

0

BBBBBBBBBBBBB@

(int*)malloc( N *sizeof(int))

N 0

k

•

N 0 7! N

ptr

•

N 0 .. N +
Nat

N 0 7! undef

mem

N 0

N +
Int

N 0

next

1

CCCCCCCCCCCCCA

RULE free( N )

void

k

N 7! N 0

•

ptr

Mem

Mem [? / N .. N +
Nat

N 0 ]

mem

END MODULE

KERNELC— a C-like language
Traian Florin Şerbănuţă and Grigore Roşu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities of K definitions, as well as concurrency power and easiness in defining and
exploring relaxed memory models.

Research based on KERNELC

KERNELC originated in the study of memory safety for C and first presented in the following paper:

Grigore Roşu, Wolfram Schulte, and Traian-Florin Şerbănuţă: Runtime Verification of C Memory Safety.

Runtime Verification (RV’09), Lecture Notes in Computer Science 5779: 132–151. 2009

Since then it has been expanded and used for expressing and verifing concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin Şerbănuţă: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTS K-LATEX+PL-ID+PL-INT
SYNTAX Exp ::= Exp + Exp [strict]

| DeclId

| Id

| Int

| Exp - Exp [strict]
| Exp ++
| Exp == Exp [strict]
| Exp != Exp [strict]
| Exp <= Exp [strict]
| Exp < Exp [strict]
| Exp % Exp [strict]
| ! Exp

| Exp && Exp

| Exp ? Exp : Exp

| Exp || Exp

| printf("%d;", Exp ) [strict]
| scanf("%d",& Exp )
| scanf("%d", Exp ) [strict]
| NULL
| PointerId

| (int*)malloc( Exp *sizeof(int)) [strict]
| free( Exp ) [strict]
| * Exp [strict]
| Exp [ Exp ]
| Exp = Exp [strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp ) [strict]

SYNTAX Stmt ::= Exp ; [strict]
| {}
| { StmtList }
| if( Exp ) Stmt

| if( Exp ) Stmt else Stmt [strict(1)]
| while( Exp ) Stmt

| return Exp ; [strict]
| DeclId List{DeclId} { StmtList }
| #include< StmtList >

SYNTAX StmtList ::= StmtList StmtList

| Stmt

SYNTAX Pgm ::= StmtList

SYNTAX Id ::= main
SYNTAX PointerId ::= * PointerId [ditto]

| Id

SYNTAX DeclId ::= int Exp

| void PointerId

SYNTAX StmtList ::= stdio.h
| stdlib.h

SYNTAX List{Bottom} ::= List{Bottom} , List{Bottom} [assoc hybrid id: () strict]
| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}

| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId

| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp

| List{DeclId}

| List{PointerId}

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTS K-LATEX
IMPORTS KERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St = if( E ) St else {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId = int PointerId

MACRO #include< Stmts > = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId = E = int PointerId = E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTS K-SHARED
IMPORTS K+KERNELC-DESUGARED-SYNTAX+PL-CONVERSION+PL-RANDOM
CONFIGURATION:

•

k

•

funs

•

env

•

mem

•

fstack

•

in

“”
out

•

ptr

0

next

0

rand

T ?

“”
result ?

RULE X

V

k

X 7! V

env

RULE X ++

I

k

X 7! I

I +
Int

1

env

RULE X = V

V

k

X 7! –
V

env

RULE I1 + I2 * I1 +
Int

I2

RULE I1 - I2 * I1 �
Int

I2

RULE I1 % I2 * I1 %Int I2 when I2 !=Int 0

RULE I1 <= I2 * Bool2Int ( I1 
Int

I2 )

RULE I1 < I2 * Bool2Int ( I1 <
Int

I2 )

RULE I1 == I2 * Bool2Int ( I1 ==Int I2 )

RULE I1 != I2 * Bool2Int ( I1 !=Int I2 )

RULE _?_:_ * if(_)_else_

RULE if( I ) – else St * St when I ==
Int

0

RULE if( I ) St else – * St when ¬
Bool

I ==
Int

0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S +
String

Int2String ( I ) +
String

“;”

out

RULE scanf("%d", N )

* N = I

k

I

•

in

RULE scanf("%d",& X )

X = I

k

I

•

in

RULE V ; * •

RULE { Sts } * Sts

RULE {} * •

RULE St Sts * St y Sts

RULE int X Xl { Sts }
•

k

•

X 7! int X Xl { Sts }

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem ::= Id # Map # K

RULE

0

BBBBBBBBBBBBB@

X ( Vl ) y K

Sts

k

Env

eraseKLabel ( int_ , Xl ) 7! Vl

env

X 7! int X Xl { Sts }

funs

•

X # Env # K

fstack

1

CCCCCCCCCCCCCA

CONTEXT: int – = ⇤

RULE int X

void

k

•

X 7! undef

env

RULE return V ; y –
V

k

RULE V y •

K

k

–
Env

env

– # Env # K

•

fstack

RULE random()

randomRandom ( N 0 )

k

N 0

N 0 +
Nat

1

rand

RULE srandom( I )

void

k

CONTEXT: * ⇤ = –

CONTEXT: * ⇤ ++

SYNTAX Val ::= Int

| void
SYNTAX Exp ::= Val

SYNTAX K ::= List{DeclId}

| List{Exp}

| List{PointerId}

| Pgm

| StmtList

| String

| restore( Map )
| undef

SYNTAX KResult ::= List{Val}

SYNTAX List{K} ::= Nat .. Nat

RULE N1 .. N1 * •

RULE N1 .. s
Nat

N * N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}

END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTS K
IMPORTS KERNELC-SEMANTICS

RULE

0

BBBBBBBBBBBBB@

(int*)malloc( N *sizeof(int))

N 0

k

•

N 0 7! N

ptr

•

N 0 .. N +
Nat

N 0 7! undef

mem

N 0

N +
Int

N 0

next

1

CCCCCCCCCCCCCA

RULE free( N )

void

k

N 7! N 0

•

ptr

Mem

Mem [? / N .. N +
Nat

N 0 ]

mem

END MODULE

KERNELC— a C-like language
Traian Florin Şerbănuţă and Grigore Roşu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities of K definitions, as well as concurrency power and easiness in defining and
exploring relaxed memory models.

Research based on KERNELC

KERNELC originated in the study of memory safety for C and first presented in the following paper:

Grigore Roşu, Wolfram Schulte, and Traian-Florin Şerbănuţă: Runtime Verification of C Memory Safety.

Runtime Verification (RV’09), Lecture Notes in Computer Science 5779: 132–151. 2009

Since then it has been expanded and used for expressing and verifing concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin Şerbănuţă: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTS K-LATEX+PL-ID+PL-INT
SYNTAX Exp ::= Exp + Exp [strict]

| DeclId

| Id

| Int

| Exp - Exp [strict]
| Exp ++
| Exp == Exp [strict]
| Exp != Exp [strict]
| Exp <= Exp [strict]
| Exp < Exp [strict]
| Exp % Exp [strict]
| ! Exp

| Exp && Exp

| Exp ? Exp : Exp

| Exp || Exp

| printf("%d;", Exp ) [strict]
| scanf("%d",& Exp )
| scanf("%d", Exp ) [strict]
| NULL
| PointerId

| (int*)malloc( Exp *sizeof(int)) [strict]
| free( Exp ) [strict]
| * Exp [strict]
| Exp [ Exp ]
| Exp = Exp [strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp ) [strict]

SYNTAX Stmt ::= Exp ; [strict]
| {}
| { StmtList }
| if( Exp ) Stmt

| if( Exp ) Stmt else Stmt [strict(1)]
| while( Exp ) Stmt

| return Exp ; [strict]
| DeclId List{DeclId} { StmtList }
| #include< StmtList >

SYNTAX StmtList ::= StmtList StmtList

| Stmt

SYNTAX Pgm ::= StmtList

SYNTAX Id ::= main
SYNTAX PointerId ::= * PointerId [ditto]

| Id

SYNTAX DeclId ::= int Exp

| void PointerId

SYNTAX StmtList ::= stdio.h
| stdlib.h

SYNTAX List{Bottom} ::= List{Bottom} , List{Bottom} [assoc hybrid id: () strict]
| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}

| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId

| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp

| List{DeclId}

| List{PointerId}

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTS K-LATEX
IMPORTS KERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St = if( E ) St else {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId = int PointerId

MACRO #include< Stmts > = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId = E = int PointerId = E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTS K-SHARED
IMPORTS K+KERNELC-DESUGARED-SYNTAX+PL-CONVERSION+PL-RANDOM
CONFIGURATION:

•

k

•

funs

•

env

•

mem

•

fstack

•

in

“”
out

•

ptr

0

next

0

rand

T ?

“”
result ?

RULE X

V

k

X 7! V

env

RULE X ++

I

k

X 7! I

I +
Int

1

env

RULE X = V

V

k

X 7! –
V

env

RULE I1 + I2 * I1 +
Int

I2

RULE I1 - I2 * I1 �
Int

I2

RULE I1 % I2 * I1 %Int I2 when I2 !=Int 0

RULE I1 <= I2 * Bool2Int ( I1 
Int

I2 )

RULE I1 < I2 * Bool2Int ( I1 <
Int

I2 )

RULE I1 == I2 * Bool2Int ( I1 ==Int I2 )

RULE I1 != I2 * Bool2Int ( I1 !=Int I2 )

RULE _?_:_ * if(_)_else_

RULE if( I ) – else St * St when I ==
Int

0

RULE if( I ) St else – * St when ¬
Bool

I ==
Int

0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S +
String

Int2String ( I ) +
String

“;”

out

RULE scanf("%d", N )

* N = I

k

I

•

in

RULE scanf("%d",& X )

X = I

k

I

•

in

RULE V ; * •

RULE { Sts } * Sts

RULE {} * •

RULE St Sts * St y Sts

RULE int X Xl { Sts }
•

k

•

X 7! int X Xl { Sts }

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem ::= Id # Map # K

RULE

0

BBBBBBBBBBBBB@

X ( Vl ) y K

Sts

k

Env

eraseKLabel ( int_ , Xl ) 7! Vl

env

X 7! int X Xl { Sts }

funs

•

X # Env # K

fstack

1

CCCCCCCCCCCCCA

CONTEXT: int – = ⇤

RULE int X

void

k

•

X 7! undef

env

RULE return V ; y –
V

k

RULE V y •

K

k

–
Env

env

– # Env # K

•

fstack

RULE random()

randomRandom ( N 0 )

k

N 0

N 0 +
Nat

1

rand

RULE srandom( I )

void

k

CONTEXT: * ⇤ = –

CONTEXT: * ⇤ ++

SYNTAX Val ::= Int

| void
SYNTAX Exp ::= Val

SYNTAX K ::= List{DeclId}

| List{Exp}

| List{PointerId}

| Pgm

| StmtList

| String

| restore( Map )
| undef

SYNTAX KResult ::= List{Val}

SYNTAX List{K} ::= Nat .. Nat

RULE N1 .. N1 * •

RULE N1 .. s
Nat

N * N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}

END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTS K
IMPORTS KERNELC-SEMANTICS

RULE

0

BBBBBBBBBBBBB@

(int*)malloc( N *sizeof(int))

N 0

k

•

N 0 7! N

ptr

•

N 0 .. N +
Nat

N 0 7! undef

mem

N 0

N +
Int

N 0

next

1

CCCCCCCCCCCCCA

RULE free( N )

void

k

N 7! N 0

•

ptr

Mem

Mem [? / N .. N +
Nat

N 0 ]

mem

END MODULE
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KERNELC— a C-like language
Traian Florin Şerbănuţă and Grigore Roşu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities of K definitions, as well as concurrency power and easiness in defining and
exploring relaxed memory models.

Research based on KERNELC

KERNELC originated in the study of memory safety for C and first presented in the following paper:

Grigore Roşu, Wolfram Schulte, and Traian-Florin Şerbănuţă: Runtime Verification of C Memory Safety.

Runtime Verification (RV’09), Lecture Notes in Computer Science 5779: 132–151. 2009

Since then it has been expanded and used for expressing and verifing concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin Şerbănuţă: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTS K-LATEX+PL-ID+PL-INT
SYNTAX Exp ::= Exp + Exp [strict]

| DeclId

| Id

| Int

| Exp - Exp [strict]
| Exp ++
| Exp == Exp [strict]
| Exp != Exp [strict]
| Exp <= Exp [strict]
| Exp < Exp [strict]
| Exp % Exp [strict]
| ! Exp

| Exp && Exp

| Exp ? Exp : Exp

| Exp || Exp

| printf("%d;", Exp ) [strict]
| scanf("%d",& Exp )
| scanf("%d", Exp ) [strict]
| NULL
| PointerId

| (int*)malloc( Exp *sizeof(int)) [strict]
| free( Exp ) [strict]
| * Exp [strict]
| Exp [ Exp ]
| Exp = Exp [strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp ) [strict]

SYNTAX Stmt ::= Exp ; [strict]
| {}
| { StmtList }
| if( Exp ) Stmt

| if( Exp ) Stmt else Stmt [strict(1)]
| while( Exp ) Stmt

| return Exp ; [strict]
| DeclId List{DeclId} { StmtList }
| #include< StmtList >

SYNTAX StmtList ::= StmtList StmtList

| Stmt

SYNTAX Pgm ::= StmtList

SYNTAX Id ::= main
SYNTAX PointerId ::= * PointerId [ditto]

| Id

SYNTAX DeclId ::= int Exp

| void PointerId

SYNTAX StmtList ::= stdio.h
| stdlib.h

SYNTAX List{Bottom} ::= List{Bottom} , List{Bottom} [assoc hybrid id: () strict]
| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}

| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId

| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp

| List{DeclId}

| List{PointerId}

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTS K-LATEX
IMPORTS KERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St = if( E ) St else {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId = int PointerId

MACRO #include< Stmts > = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId = E = int PointerId = E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTS K-SHARED
IMPORTS K+KERNELC-DESUGARED-SYNTAX+PL-CONVERSION+PL-RANDOM
CONFIGURATION:

•

k

•

funs

•

env

•

mem

•

fstack

•

in

“”
out

•

ptr

0

next

0

rand

T ?

“”
result ?

RULE X

V

k

X 7! V

env

RULE X ++

I

k

X 7! I

I +
Int

1

env

RULE X = V

V

k

X 7! –
V

env

RULE I1 + I2 * I1 +
Int

I2

RULE I1 - I2 * I1 �
Int

I2

RULE I1 % I2 * I1 %Int I2 when I2 !=Int 0

RULE I1 <= I2 * Bool2Int ( I1 
Int

I2 )

RULE I1 < I2 * Bool2Int ( I1 <
Int

I2 )

RULE I1 == I2 * Bool2Int ( I1 ==Int I2 )

RULE I1 != I2 * Bool2Int ( I1 !=Int I2 )

RULE _?_:_ * if(_)_else_

RULE if( I ) – else St * St when I ==
Int

0

RULE if( I ) St else – * St when ¬
Bool

I ==
Int

0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S +
String

Int2String ( I ) +
String

“;”

out

RULE scanf("%d", N )

* N = I

k

I

•

in

RULE scanf("%d",& X )

X = I

k

I

•

in

RULE V ; * •

RULE { Sts } * Sts

RULE {} * •

RULE St Sts * St y Sts

RULE int X Xl { Sts }
•

k

•

X 7! int X Xl { Sts }

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem ::= Id # Map # K

RULE

0

BBBBBBBBBBBBB@

X ( Vl ) y K

Sts

k

Env

eraseKLabel ( int_ , Xl ) 7! Vl

env

X 7! int X Xl { Sts }

funs

•

X # Env # K

fstack

1

CCCCCCCCCCCCCA

CONTEXT: int – = ⇤

RULE int X

void

k

•

X 7! undef

env

RULE return V ; y –
V

k

RULE V y •

K

k

–
Env

env

– # Env # K

•

fstack

RULE random()

randomRandom ( N 0 )

k

N 0

N 0 +
Nat

1

rand

RULE srandom( I )

void

k

CONTEXT: * ⇤ = –

CONTEXT: * ⇤ ++

SYNTAX Val ::= Int

| void
SYNTAX Exp ::= Val

SYNTAX K ::= List{DeclId}

| List{Exp}

| List{PointerId}

| Pgm

| StmtList

| String

| restore( Map )
| undef

SYNTAX KResult ::= List{Val}

SYNTAX List{K} ::= Nat .. Nat

RULE N1 .. N1 * •

RULE N1 .. s
Nat

N * N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}

END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTS K
IMPORTS KERNELC-SEMANTICS

RULE

0

BBBBBBBBBBBBB@

(int*)malloc( N *sizeof(int))

N 0

k

•

N 0 7! N

ptr

•

N 0 .. N +
Nat

N 0 7! undef

mem

N 0

N +
Int

N 0

next

1

CCCCCCCCCCCCCA

RULE free( N )

void

k

N 7! N 0

•

ptr

Mem

Mem [? / N .. N +
Nat

N 0 ]

mem

END MODULE

KERNELC— a C-like language
Traian Florin Şerbănuţă and Grigore Roşu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities of K definitions, as well as concurrency power and easiness in defining and
exploring relaxed memory models.

Research based on KERNELC

KERNELC originated in the study of memory safety for C and first presented in the following paper:

Grigore Roşu, Wolfram Schulte, and Traian-Florin Şerbănuţă: Runtime Verification of C Memory Safety.

Runtime Verification (RV’09), Lecture Notes in Computer Science 5779: 132–151. 2009

Since then it has been expanded and used for expressing and verifing concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin Şerbănuţă: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTS K-LATEX+PL-ID+PL-INT
SYNTAX Exp ::= Exp + Exp [strict]

| DeclId

| Id

| Int

| Exp - Exp [strict]
| Exp ++
| Exp == Exp [strict]
| Exp != Exp [strict]
| Exp <= Exp [strict]
| Exp < Exp [strict]
| Exp % Exp [strict]
| ! Exp

| Exp && Exp

| Exp ? Exp : Exp

| Exp || Exp

| printf("%d;", Exp ) [strict]
| scanf("%d",& Exp )
| scanf("%d", Exp ) [strict]
| NULL
| PointerId

| (int*)malloc( Exp *sizeof(int)) [strict]
| free( Exp ) [strict]
| * Exp [strict]
| Exp [ Exp ]
| Exp = Exp [strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp ) [strict]

SYNTAX Stmt ::= Exp ; [strict]
| {}
| { StmtList }
| if( Exp ) Stmt

| if( Exp ) Stmt else Stmt [strict(1)]
| while( Exp ) Stmt

| return Exp ; [strict]
| DeclId List{DeclId} { StmtList }
| #include< StmtList >

SYNTAX StmtList ::= StmtList StmtList

| Stmt

SYNTAX Pgm ::= StmtList

SYNTAX Id ::= main
SYNTAX PointerId ::= * PointerId [ditto]

| Id

SYNTAX DeclId ::= int Exp

| void PointerId

SYNTAX StmtList ::= stdio.h
| stdlib.h

SYNTAX List{Bottom} ::= List{Bottom} , List{Bottom} [assoc hybrid id: () strict]
| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}

| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId

| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp

| List{DeclId}

| List{PointerId}

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTS K-LATEX
IMPORTS KERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St = if( E ) St else {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId = int PointerId

MACRO #include< Stmts > = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId = E = int PointerId = E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTS K-SHARED
IMPORTS K+KERNELC-DESUGARED-SYNTAX+PL-CONVERSION+PL-RANDOM
CONFIGURATION:

•

k

•

funs

•

env

•

mem

•

fstack

•

in

“”
out

•

ptr

0

next

0

rand

T ?

“”
result ?

RULE X

V

k

X 7! V

env

RULE X ++

I

k

X 7! I

I +
Int

1

env

RULE X = V

V

k

X 7! –
V

env

RULE I1 + I2 * I1 +
Int

I2

RULE I1 - I2 * I1 �
Int

I2

RULE I1 % I2 * I1 %Int I2 when I2 !=Int 0

RULE I1 <= I2 * Bool2Int ( I1 
Int

I2 )

RULE I1 < I2 * Bool2Int ( I1 <
Int

I2 )

RULE I1 == I2 * Bool2Int ( I1 ==Int I2 )

RULE I1 != I2 * Bool2Int ( I1 !=Int I2 )

RULE _?_:_ * if(_)_else_

RULE if( I ) – else St * St when I ==
Int

0

RULE if( I ) St else – * St when ¬
Bool

I ==
Int

0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S +
String

Int2String ( I ) +
String

“;”

out

RULE scanf("%d", N )

* N = I

k

I

•

in

RULE scanf("%d",& X )

X = I

k

I

•

in

RULE V ; * •

RULE { Sts } * Sts

RULE {} * •

RULE St Sts * St y Sts

RULE int X Xl { Sts }
•

k

•

X 7! int X Xl { Sts }

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem ::= Id # Map # K

RULE

0

BBBBBBBBBBBBB@

X ( Vl ) y K

Sts

k

Env

eraseKLabel ( int_ , Xl ) 7! Vl

env

X 7! int X Xl { Sts }

funs

•

X # Env # K

fstack

1

CCCCCCCCCCCCCA

CONTEXT: int – = ⇤

RULE int X

void

k

•

X 7! undef

env

RULE return V ; y –
V

k

RULE V y •

K

k

–
Env

env

– # Env # K

•

fstack

RULE random()

randomRandom ( N 0 )

k

N 0

N 0 +
Nat

1

rand

RULE srandom( I )

void

k

CONTEXT: * ⇤ = –

CONTEXT: * ⇤ ++

SYNTAX Val ::= Int

| void
SYNTAX Exp ::= Val

SYNTAX K ::= List{DeclId}

| List{Exp}

| List{PointerId}

| Pgm

| StmtList

| String

| restore( Map )
| undef

SYNTAX KResult ::= List{Val}

SYNTAX List{K} ::= Nat .. Nat

RULE N1 .. N1 * •

RULE N1 .. s
Nat

N * N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}

END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTS K
IMPORTS KERNELC-SEMANTICS

RULE

0

BBBBBBBBBBBBB@

(int*)malloc( N *sizeof(int))

N 0

k

•

N 0 7! N

ptr

•

N 0 .. N +
Nat

N 0 7! undef

mem

N 0

N +
Int

N 0

next

1

CCCCCCCCCCCCCA

RULE free( N )

void

k

N 7! N 0

•

ptr

Mem

Mem [? / N .. N +
Nat

N 0 ]

mem

END MODULE

KERNELC— a C-like language
Traian Florin Şerbănuţă and Grigore Roşu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities of K definitions, as well as concurrency power and easiness in defining and
exploring relaxed memory models.

Research based on KERNELC

KERNELC originated in the study of memory safety for C and first presented in the following paper:

Grigore Roşu, Wolfram Schulte, and Traian-Florin Şerbănuţă: Runtime Verification of C Memory Safety.

Runtime Verification (RV’09), Lecture Notes in Computer Science 5779: 132–151. 2009

Since then it has been expanded and used for expressing and verifing concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin Şerbănuţă: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTS K-LATEX+PL-ID+PL-INT
SYNTAX Exp ::= Exp + Exp [strict]

| DeclId

| Id

| Int

| Exp - Exp [strict]
| Exp ++
| Exp == Exp [strict]
| Exp != Exp [strict]
| Exp <= Exp [strict]
| Exp < Exp [strict]
| Exp % Exp [strict]
| ! Exp

| Exp && Exp

| Exp ? Exp : Exp

| Exp || Exp

| printf("%d;", Exp ) [strict]
| scanf("%d",& Exp )
| scanf("%d", Exp ) [strict]
| NULL
| PointerId

| (int*)malloc( Exp *sizeof(int)) [strict]
| free( Exp ) [strict]
| * Exp [strict]
| Exp [ Exp ]
| Exp = Exp [strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp ) [strict]

SYNTAX Stmt ::= Exp ; [strict]
| {}
| { StmtList }
| if( Exp ) Stmt

| if( Exp ) Stmt else Stmt [strict(1)]
| while( Exp ) Stmt

| return Exp ; [strict]
| DeclId List{DeclId} { StmtList }
| #include< StmtList >

SYNTAX StmtList ::= StmtList StmtList

| Stmt

SYNTAX Pgm ::= StmtList

SYNTAX Id ::= main
SYNTAX PointerId ::= * PointerId [ditto]

| Id

SYNTAX DeclId ::= int Exp

| void PointerId

SYNTAX StmtList ::= stdio.h
| stdlib.h

SYNTAX List{Bottom} ::= List{Bottom} , List{Bottom} [assoc hybrid id: () strict]
| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}

| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId

| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp

| List{DeclId}

| List{PointerId}

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTS K-LATEX
IMPORTS KERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St = if( E ) St else {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId = int PointerId

MACRO #include< Stmts > = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId = E = int PointerId = E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTS K-SHARED
IMPORTS K+KERNELC-DESUGARED-SYNTAX+PL-CONVERSION+PL-RANDOM
CONFIGURATION:

•

k

•

funs

•

env

•

mem

•

fstack

•

in

“”
out

•

ptr

0

next

0

rand

T ?

“”
result ?

RULE X

V

k

X 7! V

env

RULE X ++

I

k

X 7! I

I +
Int

1

env

RULE X = V

V

k

X 7! –
V

env

RULE I1 + I2 * I1 +
Int

I2

RULE I1 - I2 * I1 �
Int

I2

RULE I1 % I2 * I1 %Int I2 when I2 !=Int 0

RULE I1 <= I2 * Bool2Int ( I1 
Int

I2 )

RULE I1 < I2 * Bool2Int ( I1 <
Int

I2 )

RULE I1 == I2 * Bool2Int ( I1 ==Int I2 )

RULE I1 != I2 * Bool2Int ( I1 !=Int I2 )

RULE _?_:_ * if(_)_else_

RULE if( I ) – else St * St when I ==
Int

0

RULE if( I ) St else – * St when ¬
Bool

I ==
Int

0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S +
String

Int2String ( I ) +
String

“;”

out

RULE scanf("%d", N )

* N = I

k

I

•

in

RULE scanf("%d",& X )

X = I

k

I

•

in

RULE V ; * •

RULE { Sts } * Sts

RULE {} * •

RULE St Sts * St y Sts

RULE int X Xl { Sts }
•

k

•

X 7! int X Xl { Sts }

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem ::= Id # Map # K

RULE

0

BBBBBBBBBBBBB@

X ( Vl ) y K

Sts

k

Env

eraseKLabel ( int_ , Xl ) 7! Vl

env

X 7! int X Xl { Sts }

funs

•

X # Env # K

fstack

1

CCCCCCCCCCCCCA

CONTEXT: int – = ⇤

RULE int X

void

k

•

X 7! undef

env

RULE return V ; y –
V

k

RULE V y •

K

k

–
Env

env

– # Env # K

•

fstack

RULE random()

randomRandom ( N 0 )

k

N 0

N 0 +
Nat

1

rand

RULE srandom( I )

void

k

CONTEXT: * ⇤ = –

CONTEXT: * ⇤ ++

SYNTAX Val ::= Int

| void
SYNTAX Exp ::= Val

SYNTAX K ::= List{DeclId}

| List{Exp}

| List{PointerId}

| Pgm

| StmtList

| String

| restore( Map )
| undef

SYNTAX KResult ::= List{Val}

SYNTAX List{K} ::= Nat .. Nat

RULE N1 .. N1 * •

RULE N1 .. s
Nat

N * N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}

END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTS K
IMPORTS KERNELC-SEMANTICS

RULE

0

BBBBBBBBBBBBB@

(int*)malloc( N *sizeof(int))

N 0

k

•

N 0 7! N

ptr

•

N 0 .. N +
Nat

N 0 7! undef

mem

N 0

N +
Int

N 0

next

1

CCCCCCCCCCCCCA

RULE free( N )

void

k

N 7! N 0

•

ptr

Mem

Mem [? / N .. N +
Nat

N 0 ]

mem

END MODULE

Syntax	  declared	  using	  annotated	  BNF	  	  

KERNELC— a C-like language
Traian Florin Şerbănuţă and Grigore Roşu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities of K definitions, as well as concurrency power and easiness in defining and
exploring relaxed memory models.

Research based on KERNELC

KERNELC originated in the study of memory safety for C and first presented in the following paper:

Grigore Roşu, Wolfram Schulte, and Traian-Florin Şerbănuţă: Runtime Verification of C Memory Safety.

Runtime Verification (RV’09), Lecture Notes in Computer Science 5779: 132–151. 2009

Since then it has been expanded and used for expressing and verifing concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin Şerbănuţă: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTS K-LATEX+PL-ID+PL-INT
SYNTAX Exp ::= Exp + Exp [strict]

| DeclId

| Id

| Int

| Exp - Exp [strict]
| Exp ++
| Exp == Exp [strict]
| Exp != Exp [strict]
| Exp <= Exp [strict]
| Exp < Exp [strict]
| Exp % Exp [strict]
| ! Exp

| Exp && Exp

| Exp ? Exp : Exp

| Exp || Exp

| printf("%d;", Exp ) [strict]
| scanf("%d",& Exp )
| scanf("%d", Exp ) [strict]
| NULL
| PointerId

| (int*)malloc( Exp *sizeof(int)) [strict]
| free( Exp ) [strict]
| * Exp [strict]
| Exp [ Exp ]
| Exp = Exp [strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp ) [strict]

SYNTAX Stmt ::= Exp ; [strict]
| {}
| { StmtList }
| if( Exp ) Stmt

| if( Exp ) Stmt else Stmt [strict(1)]
| while( Exp ) Stmt

| return Exp ; [strict]
| DeclId List{DeclId} { StmtList }
| #include< StmtList >

SYNTAX StmtList ::= StmtList StmtList

| Stmt

SYNTAX Pgm ::= StmtList

SYNTAX Id ::= main
SYNTAX PointerId ::= * PointerId [ditto]

| Id

SYNTAX DeclId ::= int Exp

| void PointerId

SYNTAX StmtList ::= stdio.h
| stdlib.h

SYNTAX List{Bottom} ::= List{Bottom} , List{Bottom} [assoc hybrid id: () strict]
| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}

| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId

| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp

| List{DeclId}

| List{PointerId}

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTS K-LATEX
IMPORTS KERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St = if( E ) St else {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId = int PointerId

MACRO #include< Stmts > = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId = E = int PointerId = E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTS K-SHARED
IMPORTS K+KERNELC-DESUGARED-SYNTAX+PL-CONVERSION+PL-RANDOM
CONFIGURATION:

•

k

•

funs

•

env

•

mem

•

fstack

•

in

“”
out

•

ptr

0

next

0

rand

T ?

“”
result ?

RULE X

V

k

X 7! V

env

RULE X ++

I

k

X 7! I

I +
Int

1

env

RULE X = V

V

k

X 7! –
V

env

RULE I1 + I2 * I1 +
Int

I2

RULE I1 - I2 * I1 �
Int

I2

RULE I1 % I2 * I1 %Int I2 when I2 !=Int 0

RULE I1 <= I2 * Bool2Int ( I1 
Int

I2 )

RULE I1 < I2 * Bool2Int ( I1 <
Int

I2 )

RULE I1 == I2 * Bool2Int ( I1 ==Int I2 )

RULE I1 != I2 * Bool2Int ( I1 !=Int I2 )

RULE _?_:_ * if(_)_else_

RULE if( I ) – else St * St when I ==
Int

0

RULE if( I ) St else – * St when ¬
Bool

I ==
Int

0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S +
String

Int2String ( I ) +
String

“;”

out

RULE scanf("%d", N )

* N = I

k

I

•

in

RULE scanf("%d",& X )

X = I

k

I

•

in

RULE V ; * •

RULE { Sts } * Sts

RULE {} * •

RULE St Sts * St y Sts

RULE int X Xl { Sts }
•

k

•

X 7! int X Xl { Sts }

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem ::= Id # Map # K

RULE

0

BBBBBBBBBBBBB@

X ( Vl ) y K

Sts

k

Env

eraseKLabel ( int_ , Xl ) 7! Vl

env

X 7! int X Xl { Sts }

funs

•

X # Env # K

fstack

1

CCCCCCCCCCCCCA

CONTEXT: int – = ⇤

RULE int X

void

k

•

X 7! undef

env

RULE return V ; y –
V

k

RULE V y •

K

k

–
Env

env

– # Env # K

•

fstack

RULE random()

randomRandom ( N 0 )

k

N 0

N 0 +
Nat

1

rand

RULE srandom( I )

void

k

CONTEXT: * ⇤ = –

CONTEXT: * ⇤ ++

SYNTAX Val ::= Int

| void
SYNTAX Exp ::= Val

SYNTAX K ::= List{DeclId}

| List{Exp}

| List{PointerId}

| Pgm

| StmtList

| String

| restore( Map )
| undef

SYNTAX KResult ::= List{Val}

SYNTAX List{K} ::= Nat .. Nat

RULE N1 .. N1 * •

RULE N1 .. s
Nat

N * N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}

END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTS K
IMPORTS KERNELC-SEMANTICS

RULE

0

BBBBBBBBBBBBB@

(int*)malloc( N *sizeof(int))

N 0

k

•

N 0 7! N

ptr

•

N 0 .. N +
Nat

N 0 7! undef

mem

N 0

N +
Int

N 0

next

1

CCCCCCCCCCCCCA

RULE free( N )

void

k

N 7! N 0

•

ptr

Mem

Mem [? / N .. N +
Nat

N 0 ]

mem

END MODULE

KERNELC— a C-like language
Traian Florin Şerbănuţă and Grigore Roşu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities of K definitions, as well as concurrency power and easiness in defining and
exploring relaxed memory models.

Research based on KERNELC

KERNELC originated in the study of memory safety for C and first presented in the following paper:

Grigore Roşu, Wolfram Schulte, and Traian-Florin Şerbănuţă: Runtime Verification of C Memory Safety.

Runtime Verification (RV’09), Lecture Notes in Computer Science 5779: 132–151. 2009

Since then it has been expanded and used for expressing and verifing concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin Şerbănuţă: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTS K-LATEX+PL-ID+PL-INT
SYNTAX Exp ::= Exp + Exp [strict]

| DeclId

| Id

| Int

| Exp - Exp [strict]
| Exp ++
| Exp == Exp [strict]
| Exp != Exp [strict]
| Exp <= Exp [strict]
| Exp < Exp [strict]
| Exp % Exp [strict]
| ! Exp

| Exp && Exp

| Exp ? Exp : Exp

| Exp || Exp

| printf("%d;", Exp ) [strict]
| scanf("%d",& Exp )
| scanf("%d", Exp ) [strict]
| NULL
| PointerId

| (int*)malloc( Exp *sizeof(int)) [strict]
| free( Exp ) [strict]
| * Exp [strict]
| Exp [ Exp ]
| Exp = Exp [strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp ) [strict]

SYNTAX Stmt ::= Exp ; [strict]
| {}
| { StmtList }
| if( Exp ) Stmt

| if( Exp ) Stmt else Stmt [strict(1)]
| while( Exp ) Stmt

| return Exp ; [strict]
| DeclId List{DeclId} { StmtList }
| #include< StmtList >

SYNTAX StmtList ::= StmtList StmtList

| Stmt

SYNTAX Pgm ::= StmtList

SYNTAX Id ::= main
SYNTAX PointerId ::= * PointerId [ditto]

| Id

SYNTAX DeclId ::= int Exp

| void PointerId

SYNTAX StmtList ::= stdio.h
| stdlib.h

SYNTAX List{Bottom} ::= List{Bottom} , List{Bottom} [assoc hybrid id: () strict]
| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}

| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId

| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp

| List{DeclId}

| List{PointerId}

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTS K-LATEX
IMPORTS KERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St = if( E ) St else {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId = int PointerId

MACRO #include< Stmts > = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId = E = int PointerId = E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTS K-SHARED
IMPORTS K+KERNELC-DESUGARED-SYNTAX+PL-CONVERSION+PL-RANDOM
CONFIGURATION:

•

k

•

funs

•

env

•

mem

•

fstack

•

in

“”
out

•

ptr

0

next

0

rand

T ?

“”
result ?

RULE X

V

k

X 7! V

env

RULE X ++

I

k

X 7! I

I +
Int

1

env

RULE X = V

V

k

X 7! –
V

env

RULE I1 + I2 * I1 +
Int

I2

RULE I1 - I2 * I1 �
Int

I2

RULE I1 % I2 * I1 %Int I2 when I2 !=Int 0

RULE I1 <= I2 * Bool2Int ( I1 
Int

I2 )

RULE I1 < I2 * Bool2Int ( I1 <
Int

I2 )

RULE I1 == I2 * Bool2Int ( I1 ==Int I2 )

RULE I1 != I2 * Bool2Int ( I1 !=Int I2 )

RULE _?_:_ * if(_)_else_

RULE if( I ) – else St * St when I ==
Int

0

RULE if( I ) St else – * St when ¬
Bool

I ==
Int

0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S +
String

Int2String ( I ) +
String

“;”

out

RULE scanf("%d", N )

* N = I

k

I

•

in

RULE scanf("%d",& X )

X = I

k

I

•

in

RULE V ; * •

RULE { Sts } * Sts

RULE {} * •

RULE St Sts * St y Sts

RULE int X Xl { Sts }
•

k

•

X 7! int X Xl { Sts }

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem ::= Id # Map # K

RULE

0

BBBBBBBBBBBBB@

X ( Vl ) y K

Sts

k

Env

eraseKLabel ( int_ , Xl ) 7! Vl

env

X 7! int X Xl { Sts }

funs

•

X # Env # K

fstack

1

CCCCCCCCCCCCCA

CONTEXT: int – = ⇤

RULE int X

void

k

•

X 7! undef

env

RULE return V ; y –
V

k

RULE V y •

K

k

–
Env

env

– # Env # K

•

fstack

RULE random()

randomRandom ( N 0 )

k

N 0

N 0 +
Nat

1

rand

RULE srandom( I )

void

k

CONTEXT: * ⇤ = –

CONTEXT: * ⇤ ++

SYNTAX Val ::= Int

| void
SYNTAX Exp ::= Val

SYNTAX K ::= List{DeclId}

| List{Exp}

| List{PointerId}

| Pgm

| StmtList

| String

| restore( Map )
| undef

SYNTAX KResult ::= List{Val}

SYNTAX List{K} ::= Nat .. Nat

RULE N1 .. N1 * •

RULE N1 .. s
Nat

N * N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}

END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTS K
IMPORTS KERNELC-SEMANTICS

RULE

0

BBBBBBBBBBBBB@

(int*)malloc( N *sizeof(int))

N 0

k

•

N 0 7! N

ptr

•

N 0 .. N +
Nat

N 0 7! undef

mem

N 0

N +
Int

N 0

next

1

CCCCCCCCCCCCCA

RULE free( N )

void

k

N 7! N 0

•

ptr

Mem

Mem [? / N .. N +
Nat

N 0 ]

mem

END MODULE

…	  
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KERNELC— a C-like language
Traian Florin Şerbănuţă and Grigore Roşu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities of K definitions, as well as concurrency power and easiness in defining and
exploring relaxed memory models.

Research based on KERNELC

KERNELC originated in the study of memory safety for C and first presented in the following paper:

Grigore Roşu, Wolfram Schulte, and Traian-Florin Şerbănuţă: Runtime Verification of C Memory Safety.

Runtime Verification (RV’09), Lecture Notes in Computer Science 5779: 132–151. 2009

Since then it has been expanded and used for expressing and verifing concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin Şerbănuţă: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTS K-LATEX+PL-ID+PL-INT
SYNTAX Exp ::= Exp + Exp [strict]

| DeclId

| Id

| Int

| Exp - Exp [strict]
| Exp ++
| Exp == Exp [strict]
| Exp != Exp [strict]
| Exp <= Exp [strict]
| Exp < Exp [strict]
| Exp % Exp [strict]
| ! Exp

| Exp && Exp

| Exp ? Exp : Exp

| Exp || Exp

| printf("%d;", Exp ) [strict]
| scanf("%d",& Exp )
| scanf("%d", Exp ) [strict]
| NULL
| PointerId

| (int*)malloc( Exp *sizeof(int)) [strict]
| free( Exp ) [strict]
| * Exp [strict]
| Exp [ Exp ]
| Exp = Exp [strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp ) [strict]

SYNTAX Stmt ::= Exp ; [strict]
| {}
| { StmtList }
| if( Exp ) Stmt

| if( Exp ) Stmt else Stmt [strict(1)]
| while( Exp ) Stmt

| return Exp ; [strict]
| DeclId List{DeclId} { StmtList }
| #include< StmtList >

SYNTAX StmtList ::= StmtList StmtList

| Stmt

SYNTAX Pgm ::= StmtList

SYNTAX Id ::= main
SYNTAX PointerId ::= * PointerId [ditto]

| Id

SYNTAX DeclId ::= int Exp

| void PointerId

SYNTAX StmtList ::= stdio.h
| stdlib.h

SYNTAX List{Bottom} ::= List{Bottom} , List{Bottom} [assoc hybrid id: () strict]
| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}

| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId

| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp

| List{DeclId}

| List{PointerId}

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTS K-LATEX
IMPORTS KERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St = if( E ) St else {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId = int PointerId

MACRO #include< Stmts > = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId = E = int PointerId = E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTS K-SHARED
IMPORTS K+KERNELC-DESUGARED-SYNTAX+PL-CONVERSION+PL-RANDOM
CONFIGURATION:

•

k

•

funs

•

env

•

mem

•

fstack

•

in

“”
out

•

ptr

0

next

0

rand

T ?

“”
result ?

RULE X

V

k

X 7! V

env

RULE X ++

I

k

X 7! I

I +
Int

1

env

RULE X = V

V

k

X 7! –
V

env

RULE I1 + I2 * I1 +
Int

I2

RULE I1 - I2 * I1 �
Int

I2

RULE I1 % I2 * I1 %Int I2 when I2 !=Int 0

RULE I1 <= I2 * Bool2Int ( I1 
Int

I2 )

RULE I1 < I2 * Bool2Int ( I1 <
Int

I2 )

RULE I1 == I2 * Bool2Int ( I1 ==Int I2 )

RULE I1 != I2 * Bool2Int ( I1 !=Int I2 )

RULE _?_:_ * if(_)_else_

RULE if( I ) – else St * St when I ==
Int

0

RULE if( I ) St else – * St when ¬
Bool

I ==
Int

0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S +
String

Int2String ( I ) +
String

“;”

out

RULE scanf("%d", N )

* N = I

k

I

•

in

RULE scanf("%d",& X )

X = I

k

I

•

in

RULE V ; * •

RULE { Sts } * Sts

RULE {} * •

RULE St Sts * St y Sts

RULE int X Xl { Sts }
•

k

•

X 7! int X Xl { Sts }

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem ::= Id # Map # K

RULE

0

BBBBBBBBBBBBB@

X ( Vl ) y K

Sts

k

Env

eraseKLabel ( int_ , Xl ) 7! Vl

env

X 7! int X Xl { Sts }

funs

•

X # Env # K

fstack

1

CCCCCCCCCCCCCA

CONTEXT: int – = ⇤

RULE int X

void

k

•

X 7! undef

env

RULE return V ; y –
V

k

RULE V y •

K

k

–
Env

env

– # Env # K

•

fstack

RULE random()

randomRandom ( N 0 )

k

N 0

N 0 +
Nat

1

rand

RULE srandom( I )

void

k

CONTEXT: * ⇤ = –

CONTEXT: * ⇤ ++

SYNTAX Val ::= Int

| void
SYNTAX Exp ::= Val

SYNTAX K ::= List{DeclId}

| List{Exp}

| List{PointerId}

| Pgm

| StmtList

| String

| restore( Map )
| undef

SYNTAX KResult ::= List{Val}

SYNTAX List{K} ::= Nat .. Nat

RULE N1 .. N1 * •

RULE N1 .. s
Nat

N * N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}

END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTS K
IMPORTS KERNELC-SEMANTICS

RULE

0

BBBBBBBBBBBBB@

(int*)malloc( N *sizeof(int))

N 0

k

•

N 0 7! N

ptr

•

N 0 .. N +
Nat

N 0 7! undef

mem

N 0

N +
Int

N 0

next

1

CCCCCCCCCCCCCA

RULE free( N )

void

k

N 7! N 0

•

ptr

Mem

Mem [? / N .. N +
Nat

N 0 ]

mem

END MODULE

KERNELC— a C-like language
Traian Florin Şerbănuţă and Grigore Roşu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities of K definitions, as well as concurrency power and easiness in defining and
exploring relaxed memory models.

Research based on KERNELC

KERNELC originated in the study of memory safety for C and first presented in the following paper:

Grigore Roşu, Wolfram Schulte, and Traian-Florin Şerbănuţă: Runtime Verification of C Memory Safety.

Runtime Verification (RV’09), Lecture Notes in Computer Science 5779: 132–151. 2009

Since then it has been expanded and used for expressing and verifing concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin Şerbănuţă: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTS K-LATEX+PL-ID+PL-INT
SYNTAX Exp ::= Exp + Exp [strict]

| DeclId

| Id

| Int

| Exp - Exp [strict]
| Exp ++
| Exp == Exp [strict]
| Exp != Exp [strict]
| Exp <= Exp [strict]
| Exp < Exp [strict]
| Exp % Exp [strict]
| ! Exp

| Exp && Exp

| Exp ? Exp : Exp

| Exp || Exp

| printf("%d;", Exp ) [strict]
| scanf("%d",& Exp )
| scanf("%d", Exp ) [strict]
| NULL
| PointerId

| (int*)malloc( Exp *sizeof(int)) [strict]
| free( Exp ) [strict]
| * Exp [strict]
| Exp [ Exp ]
| Exp = Exp [strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp ) [strict]

SYNTAX Stmt ::= Exp ; [strict]
| {}
| { StmtList }
| if( Exp ) Stmt

| if( Exp ) Stmt else Stmt [strict(1)]
| while( Exp ) Stmt

| return Exp ; [strict]
| DeclId List{DeclId} { StmtList }
| #include< StmtList >

SYNTAX StmtList ::= StmtList StmtList

| Stmt

SYNTAX Pgm ::= StmtList

SYNTAX Id ::= main
SYNTAX PointerId ::= * PointerId [ditto]

| Id

SYNTAX DeclId ::= int Exp

| void PointerId

SYNTAX StmtList ::= stdio.h
| stdlib.h

SYNTAX List{Bottom} ::= List{Bottom} , List{Bottom} [assoc hybrid id: () strict]
| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}

| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId

| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp

| List{DeclId}

| List{PointerId}

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTS K-LATEX
IMPORTS KERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St = if( E ) St else {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId = int PointerId

MACRO #include< Stmts > = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId = E = int PointerId = E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTS K-SHARED
IMPORTS K+KERNELC-DESUGARED-SYNTAX+PL-CONVERSION+PL-RANDOM
CONFIGURATION:

•

k

•

funs

•

env

•

mem

•

fstack

•

in

“”
out

•

ptr

0

next

0

rand

T ?

“”
result ?

RULE X

V

k

X 7! V

env

RULE X ++

I

k

X 7! I

I +
Int

1

env

RULE X = V

V

k

X 7! –
V

env

RULE I1 + I2 * I1 +
Int

I2

RULE I1 - I2 * I1 �
Int

I2

RULE I1 % I2 * I1 %Int I2 when I2 !=Int 0

RULE I1 <= I2 * Bool2Int ( I1 
Int

I2 )

RULE I1 < I2 * Bool2Int ( I1 <
Int

I2 )

RULE I1 == I2 * Bool2Int ( I1 ==Int I2 )

RULE I1 != I2 * Bool2Int ( I1 !=Int I2 )

RULE _?_:_ * if(_)_else_

RULE if( I ) – else St * St when I ==
Int

0

RULE if( I ) St else – * St when ¬
Bool

I ==
Int

0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S +
String

Int2String ( I ) +
String

“;”

out

RULE scanf("%d", N )

* N = I

k

I

•

in

RULE scanf("%d",& X )

X = I

k

I

•

in

RULE V ; * •

RULE { Sts } * Sts

RULE {} * •

RULE St Sts * St y Sts

RULE int X Xl { Sts }
•

k

•

X 7! int X Xl { Sts }

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem ::= Id # Map # K

RULE

0

BBBBBBBBBBBBB@

X ( Vl ) y K

Sts

k

Env

eraseKLabel ( int_ , Xl ) 7! Vl

env

X 7! int X Xl { Sts }

funs

•

X # Env # K

fstack

1

CCCCCCCCCCCCCA

CONTEXT: int – = ⇤

RULE int X

void

k

•

X 7! undef

env

RULE return V ; y –
V

k

RULE V y •

K

k

–
Env

env

– # Env # K

•

fstack

RULE random()

randomRandom ( N 0 )

k

N 0

N 0 +
Nat

1

rand

RULE srandom( I )

void

k

CONTEXT: * ⇤ = –

CONTEXT: * ⇤ ++

SYNTAX Val ::= Int

| void
SYNTAX Exp ::= Val

SYNTAX K ::= List{DeclId}

| List{Exp}

| List{PointerId}

| Pgm

| StmtList

| String

| restore( Map )
| undef

SYNTAX KResult ::= List{Val}

SYNTAX List{K} ::= Nat .. Nat

RULE N1 .. N1 * •

RULE N1 .. s
Nat

N * N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}

END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTS K
IMPORTS KERNELC-SEMANTICS

RULE

0

BBBBBBBBBBBBB@

(int*)malloc( N *sizeof(int))

N 0

k

•

N 0 7! N

ptr

•

N 0 .. N +
Nat

N 0 7! undef

mem

N 0

N +
Int

N 0

next

1

CCCCCCCCCCCCCA

RULE free( N )

void

k

N 7! N 0

•

ptr

Mem

Mem [? / N .. N +
Nat

N 0 ]

mem

END MODULE

KERNELC— a C-like language
Traian Florin Şerbănuţă and Grigore Roşu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities of K definitions, as well as concurrency power and easiness in defining and
exploring relaxed memory models.

Research based on KERNELC

KERNELC originated in the study of memory safety for C and first presented in the following paper:

Grigore Roşu, Wolfram Schulte, and Traian-Florin Şerbănuţă: Runtime Verification of C Memory Safety.

Runtime Verification (RV’09), Lecture Notes in Computer Science 5779: 132–151. 2009

Since then it has been expanded and used for expressing and verifing concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin Şerbănuţă: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTS K-LATEX+PL-ID+PL-INT
SYNTAX Exp ::= Exp + Exp [strict]

| DeclId

| Id

| Int

| Exp - Exp [strict]
| Exp ++
| Exp == Exp [strict]
| Exp != Exp [strict]
| Exp <= Exp [strict]
| Exp < Exp [strict]
| Exp % Exp [strict]
| ! Exp

| Exp && Exp

| Exp ? Exp : Exp

| Exp || Exp

| printf("%d;", Exp ) [strict]
| scanf("%d",& Exp )
| scanf("%d", Exp ) [strict]
| NULL
| PointerId

| (int*)malloc( Exp *sizeof(int)) [strict]
| free( Exp ) [strict]
| * Exp [strict]
| Exp [ Exp ]
| Exp = Exp [strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp ) [strict]

SYNTAX Stmt ::= Exp ; [strict]
| {}
| { StmtList }
| if( Exp ) Stmt

| if( Exp ) Stmt else Stmt [strict(1)]
| while( Exp ) Stmt

| return Exp ; [strict]
| DeclId List{DeclId} { StmtList }
| #include< StmtList >

SYNTAX StmtList ::= StmtList StmtList

| Stmt

SYNTAX Pgm ::= StmtList

SYNTAX Id ::= main
SYNTAX PointerId ::= * PointerId [ditto]

| Id

SYNTAX DeclId ::= int Exp

| void PointerId

SYNTAX StmtList ::= stdio.h
| stdlib.h

SYNTAX List{Bottom} ::= List{Bottom} , List{Bottom} [assoc hybrid id: () strict]
| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}

| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId

| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp

| List{DeclId}

| List{PointerId}

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTS K-LATEX
IMPORTS KERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St = if( E ) St else {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId = int PointerId

MACRO #include< Stmts > = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId = E = int PointerId = E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTS K-SHARED
IMPORTS K+KERNELC-DESUGARED-SYNTAX+PL-CONVERSION+PL-RANDOM
CONFIGURATION:

•

k

•

funs

•

env

•

mem

•

fstack

•

in

“”
out

•

ptr

0

next

0

rand

T ?

“”
result ?

RULE X

V

k

X 7! V

env

RULE X ++

I

k

X 7! I

I +
Int

1

env

RULE X = V

V

k

X 7! –
V

env

RULE I1 + I2 * I1 +
Int

I2

RULE I1 - I2 * I1 �
Int

I2

RULE I1 % I2 * I1 %Int I2 when I2 !=Int 0

RULE I1 <= I2 * Bool2Int ( I1 
Int

I2 )

RULE I1 < I2 * Bool2Int ( I1 <
Int

I2 )

RULE I1 == I2 * Bool2Int ( I1 ==Int I2 )

RULE I1 != I2 * Bool2Int ( I1 !=Int I2 )

RULE _?_:_ * if(_)_else_

RULE if( I ) – else St * St when I ==
Int

0

RULE if( I ) St else – * St when ¬
Bool

I ==
Int

0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S +
String

Int2String ( I ) +
String

“;”

out

RULE scanf("%d", N )

* N = I

k

I

•

in

RULE scanf("%d",& X )

X = I

k

I

•

in

RULE V ; * •

RULE { Sts } * Sts

RULE {} * •

RULE St Sts * St y Sts

RULE int X Xl { Sts }
•

k

•

X 7! int X Xl { Sts }

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem ::= Id # Map # K

RULE

0

BBBBBBBBBBBBB@

X ( Vl ) y K

Sts

k

Env

eraseKLabel ( int_ , Xl ) 7! Vl

env

X 7! int X Xl { Sts }

funs

•

X # Env # K

fstack

1

CCCCCCCCCCCCCA

CONTEXT: int – = ⇤

RULE int X

void

k

•

X 7! undef

env

RULE return V ; y –
V

k

RULE V y •

K

k

–
Env

env

– # Env # K

•

fstack

RULE random()

randomRandom ( N 0 )

k

N 0

N 0 +
Nat

1

rand

RULE srandom( I )

void

k

CONTEXT: * ⇤ = –

CONTEXT: * ⇤ ++

SYNTAX Val ::= Int

| void
SYNTAX Exp ::= Val

SYNTAX K ::= List{DeclId}

| List{Exp}

| List{PointerId}

| Pgm

| StmtList

| String

| restore( Map )
| undef

SYNTAX KResult ::= List{Val}

SYNTAX List{K} ::= Nat .. Nat

RULE N1 .. N1 * •

RULE N1 .. s
Nat

N * N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}

END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTS K
IMPORTS KERNELC-SEMANTICS

RULE

0

BBBBBBBBBBBBB@

(int*)malloc( N *sizeof(int))

N 0

k

•

N 0 7! N

ptr

•

N 0 .. N +
Nat

N 0 7! undef

mem

N 0

N +
Int

N 0

next

1

CCCCCCCCCCCCCA

RULE free( N )

void

k

N 7! N 0

•

ptr

Mem

Mem [? / N .. N +
Nat

N 0 ]

mem

END MODULE

Configura0on	  	  given	  as	  a	  nested	  cell	  structure.	  
Leaves	  can	  be	  sets,	  mul0sets,	  lists,	  maps,	  or	  syntax	  

KERNELC— a C-like language
Traian Florin Şerbănuţă and Grigore Roşu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities of K definitions, as well as concurrency power and easiness in defining and
exploring relaxed memory models.

Research based on KERNELC

KERNELC originated in the study of memory safety for C and first presented in the following paper:

Grigore Roşu, Wolfram Schulte, and Traian-Florin Şerbănuţă: Runtime Verification of C Memory Safety.

Runtime Verification (RV’09), Lecture Notes in Computer Science 5779: 132–151. 2009

Since then it has been expanded and used for expressing and verifing concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin Şerbănuţă: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTS K-LATEX+PL-ID+PL-INT
SYNTAX Exp ::= Exp + Exp [strict]

| DeclId

| Id

| Int

| Exp - Exp [strict]
| Exp ++
| Exp == Exp [strict]
| Exp != Exp [strict]
| Exp <= Exp [strict]
| Exp < Exp [strict]
| Exp % Exp [strict]
| ! Exp

| Exp && Exp

| Exp ? Exp : Exp

| Exp || Exp

| printf("%d;", Exp ) [strict]
| scanf("%d",& Exp )
| scanf("%d", Exp ) [strict]
| NULL
| PointerId

| (int*)malloc( Exp *sizeof(int)) [strict]
| free( Exp ) [strict]
| * Exp [strict]
| Exp [ Exp ]
| Exp = Exp [strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp ) [strict]

SYNTAX Stmt ::= Exp ; [strict]
| {}
| { StmtList }
| if( Exp ) Stmt

| if( Exp ) Stmt else Stmt [strict(1)]
| while( Exp ) Stmt

| return Exp ; [strict]
| DeclId List{DeclId} { StmtList }
| #include< StmtList >

SYNTAX StmtList ::= StmtList StmtList

| Stmt

SYNTAX Pgm ::= StmtList

SYNTAX Id ::= main
SYNTAX PointerId ::= * PointerId [ditto]

| Id

SYNTAX DeclId ::= int Exp

| void PointerId

SYNTAX StmtList ::= stdio.h
| stdlib.h

SYNTAX List{Bottom} ::= List{Bottom} , List{Bottom} [assoc hybrid id: () strict]
| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}

| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId

| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp

| List{DeclId}

| List{PointerId}

END MODULE

MODULE KERNELC-THREADS-SYNTAX
IMPORTS K-LATEX
IMPORTS KERNELC-SYNTAX

Extending the syntax with threads

The basic syntax of KERNELC is extended with some multi-threading primitives like thread creation, lock-synchronization, and
thread-join. Since threas are not part of C we can afford more creativity here and we chose for spawn to be applied on the call
of a function, with the intuition that the arguments of the function are evaluated in the current thread, then the function call is
executed in a newly spawned thread.

SYNTAX Exp ::= acquire( Exp ) [strict]
| spawn Exp

| release( Exp ) [strict]
| join( Exp ) [strict]

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTS K-LATEX
IMPORTS KERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St = if( E ) St else {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId = int PointerId

MACRO #include< Stmts > = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId = E = int PointerId = E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTS K-SHARED
IMPORTS K+KERNELC-DESUGARED-SYNTAX+PL-CONVERSION+PL-RANDOM
CONFIGURATION:

•

k

•

funs

•

env

•

mem

•

fstack

•

in

“”
out

•

ptr

0

next

0

rand

T

“”
result ?

RULE X

V

k

X 7! V

env

RULE X ++

I

k

X 7! I

I +
Int

1

env

RULE X = V

V

k

X 7! –
V

env

RULE I1 + I2 * I1 +
Int

I2

RULE I1 - I2 * I1 �
Int

I2

RULE I1 % I2 * I1 %Int I2 when I2 !=Int 0

RULE I1 <= I2 * Bool2Int ( I1 
Int

I2 )

RULE I1 < I2 * Bool2Int ( I1 <
Int

I2 )

RULE I1 == I2 * Bool2Int ( I1 ==Int I2 )

RULE I1 != I2 * Bool2Int ( I1 !=Int I2 )

RULE _?_:_ * if(_)_else_

RULE if( I ) – else St * St when I ==
Int

0

RULE if( I ) St else – * St when ¬
Bool

I ==
Int

0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S +
String

Int2String ( I ) +
String

“;”

out

RULE scanf("%d", N )

* N = I

k

I

•

in

RULE scanf("%d",& X )

X = I

k

I

•

in

RULE V ; * •

RULE { Sts } * Sts

RULE {} * •

RULE St Sts * St y Sts

RULE int X Xl { Sts }
•

k

•

X 7! int X Xl { Sts }

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem ::= Id # Map # K

RULE

0

BBBBBBBBBBBBB@

X ( Vl ) y K

Sts

k

Env

eraseKLabel ( int_ , Xl ) 7! Vl

env

X 7! int X Xl { Sts }

funs

•

X # Env # K

fstack

1

CCCCCCCCCCCCCA

CONTEXT: int – = ⇤

RULE int X

void

k

•

X 7! undef

env

RULE return V ; y –
V

k

RULE V y •

K

k

–
Env

env

– # Env # K

•

fstack

RULE random()

randomRandom ( N 0 )

k

N 0

N 0 +
Nat

1

rand

RULE srandom( I )

void

k

CONTEXT: * ⇤ = –

CONTEXT: * ⇤ ++

SYNTAX Val ::= Int

| void
SYNTAX Exp ::= Val

SYNTAX K ::= List{DeclId}

| List{Exp}

| List{PointerId}

| Pgm

| StmtList

| String

| restore( Map )
| undef

SYNTAX KResult ::= List{Val}

SYNTAX List{K} ::= Nat .. Nat

RULE N1 .. N1 * •

RULE N1 .. s
Nat

N * N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}

END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTS K
IMPORTS KERNELC-SEMANTICS

RULE

0

BBBBBBBBBBBBB@

(int*)malloc( N *sizeof(int))

N 0

k

•

N 0 7! N

ptr

•

N 0 .. N +
Nat

N 0 7! undef

mem

N 0

N +
Int

N 0

next

1

CCCCCCCCCCCCCA

RULE free( N )

void

k

N 7! N 0

•

ptr

Mem

Mem [? / N .. N +
Nat

N 0 ]

mem

END MODULE

MODULE KERNELC-CONSISTENT-MEMORY
IMPORTS K
IMPORTS KERNELC-SEMANTICS

RULE * N

V

k

N 7! V

mem

RULE * N ++

I

k

N 7! I

I +
Int

1

mem

RULE * N = V

V

k

N 7! –
V

mem

END MODULE

MODULE KERNELC-CONSISTENT-THREADS
IMPORTS K-SHARED
IMPORTS K
IMPORTS KERNELC-THREADS-SYNTAX
IMPORTS KERNELC-CONSISTENT-MEMORY+KERNELC-SEMANTICS

Basic semantics for threads

For executing multithreaded programs, the configuration must be updated to group computation, local variables and call stack
in a thread cell, which is identified by an id. Multiple threads are grouped in a threads cell. Additionally, the ids of all
completed threads are gathered in the cthreads cell.

CONFIGURATION:

•

k

•

env

•

fstack

0

id

thread *

threads

•

locks

•

cthreads

•

funs

•

in

“”
out

•

mem

•

ptr

1

next

0

rand

T ?

“”
result ?

Locks

A lock is acquired if not already acquired by any thread. Note that we don’t model here re-entrant locks.

RULE acquire( N )

void

k

T

id

Locks

•

N 7! T

locks

when ¬
Bool

N in keys Locks

RULE release( N )

void

k

T

id

N 7! T

•

locks

Spawn

The semantics of spawn is the one mentioned in the thread syntax. We first have a context for evaluating the arguments of the
function call (without callng the function, then we delegate the function call to a new thread.

CONTEXT: spawn – ( ⇤ )

RULE spawn X ( Vl )

T

k

T

T +
Int

1

next

•

X ( Vl )

k

T

id

thread

Thread end and join

Upon completion a thread registers its id in the set of completed threads, which is used as a signal to join.

RULE V

k

•

fstack

T

id

thread

•

•

T

cthreads

RULE join( T )

0

k

T

cthreads

END MODULE

MODULE KERNELC
IMPORTS K-SHARED
IMPORTS K
IMPORTS KERNELC-CONSISTENT-THREADS+KERNELC-PROGRAMS+KERNELC-SIMPLE-MALLOC+KERNELC-

SYNTAX

Putting everything together

Running a program identified by its name, maybe with an input list

SYNTAX Bag ::= run( KLabel )
| run( KLabel , List{K} )

Update the initial configuration by loading it in the <k> cell and then calling main. Put the list of inputs in the <in> cell.

RULE run( L ) * run( L , • )

RULE run( L , Il ) * L ( • ) y main ()

k

List Il

in

T

Rule for extracting the output once all threads have completed

RULE •

threads

S

out

T

* S

result

END MODULE



Complete	  K	  Defini0on	  of	  KernelC	  

KERNELC— a C-like language
Traian Florin Şerbănuţă and Grigore Roşu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities of K definitions, as well as concurrency power and easiness in defining and
exploring relaxed memory models.

Research based on KERNELC

KERNELC originated in the study of memory safety for C and first presented in the following paper:

Grigore Roşu, Wolfram Schulte, and Traian-Florin Şerbănuţă: Runtime Verification of C Memory Safety.

Runtime Verification (RV’09), Lecture Notes in Computer Science 5779: 132–151. 2009

Since then it has been expanded and used for expressing and verifing concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin Şerbănuţă: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTS K-LATEX+PL-ID+PL-INT
SYNTAX Exp ::= Exp + Exp [strict]

| DeclId

| Id

| Int

| Exp - Exp [strict]
| Exp ++
| Exp == Exp [strict]
| Exp != Exp [strict]
| Exp <= Exp [strict]
| Exp < Exp [strict]
| Exp % Exp [strict]
| ! Exp

| Exp && Exp

| Exp ? Exp : Exp

| Exp || Exp

| printf("%d;", Exp ) [strict]
| scanf("%d",& Exp )
| scanf("%d", Exp ) [strict]
| NULL
| PointerId

| (int*)malloc( Exp *sizeof(int)) [strict]
| free( Exp ) [strict]
| * Exp [strict]
| Exp [ Exp ]
| Exp = Exp [strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp ) [strict]

SYNTAX Stmt ::= Exp ; [strict]
| {}
| { StmtList }
| if( Exp ) Stmt

| if( Exp ) Stmt else Stmt [strict(1)]
| while( Exp ) Stmt

| return Exp ; [strict]
| DeclId List{DeclId} { StmtList }
| #include< StmtList >

SYNTAX StmtList ::= StmtList StmtList

| Stmt

SYNTAX Pgm ::= StmtList

SYNTAX Id ::= main
SYNTAX PointerId ::= * PointerId [ditto]

| Id

SYNTAX DeclId ::= int Exp

| void PointerId

SYNTAX StmtList ::= stdio.h
| stdlib.h

SYNTAX List{Bottom} ::= List{Bottom} , List{Bottom} [assoc hybrid id: () strict]
| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}

| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId

| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp

| List{DeclId}

| List{PointerId}

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTS K-LATEX
IMPORTS KERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St = if( E ) St else {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId = int PointerId

MACRO #include< Stmts > = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId = E = int PointerId = E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTS K-SHARED
IMPORTS K+KERNELC-DESUGARED-SYNTAX+PL-CONVERSION+PL-RANDOM
CONFIGURATION:

•

k

•

funs

•

env

•

mem

•

fstack

•

in

“”
out

•

ptr

0

next

0

rand

T ?

“”
result ?

RULE X

V

k

X 7! V

env

RULE X ++

I

k

X 7! I

I +
Int

1

env

RULE X = V

V

k

X 7! –
V

env

RULE I1 + I2 * I1 +
Int

I2

RULE I1 - I2 * I1 �
Int

I2

RULE I1 % I2 * I1 %Int I2 when I2 !=Int 0

RULE I1 <= I2 * Bool2Int ( I1 
Int

I2 )

RULE I1 < I2 * Bool2Int ( I1 <
Int

I2 )

RULE I1 == I2 * Bool2Int ( I1 ==Int I2 )

RULE I1 != I2 * Bool2Int ( I1 !=Int I2 )

RULE _?_:_ * if(_)_else_

RULE if( I ) – else St * St when I ==
Int

0

RULE if( I ) St else – * St when ¬
Bool

I ==
Int

0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S +
String

Int2String ( I ) +
String

“;”

out

RULE scanf("%d", N )

* N = I

k

I

•

in

RULE scanf("%d",& X )

X = I

k

I

•

in

RULE V ; * •

RULE { Sts } * Sts

RULE {} * •

RULE St Sts * St y Sts

RULE int X Xl { Sts }
•

k

•

X 7! int X Xl { Sts }

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem ::= Id # Map # K

RULE

0

BBBBBBBBBBBBB@

X ( Vl ) y K

Sts

k

Env

eraseKLabel ( int_ , Xl ) 7! Vl

env

X 7! int X Xl { Sts }

funs

•

X # Env # K

fstack

1

CCCCCCCCCCCCCA

CONTEXT: int – = ⇤

RULE int X

void

k

•

X 7! undef

env

RULE return V ; y –
V

k

RULE V y •

K

k

–
Env

env

– # Env # K

•

fstack

RULE random()

randomRandom ( N 0 )

k

N 0

N 0 +
Nat

1

rand

RULE srandom( I )

void

k

CONTEXT: * ⇤ = –

CONTEXT: * ⇤ ++

SYNTAX Val ::= Int

| void
SYNTAX Exp ::= Val

SYNTAX K ::= List{DeclId}

| List{Exp}

| List{PointerId}

| Pgm

| StmtList

| String

| restore( Map )
| undef

SYNTAX KResult ::= List{Val}

SYNTAX List{K} ::= Nat .. Nat

RULE N1 .. N1 * •

RULE N1 .. s
Nat

N * N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}

END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTS K
IMPORTS KERNELC-SEMANTICS

RULE

0

BBBBBBBBBBBBB@

(int*)malloc( N *sizeof(int))

N 0

k

•

N 0 7! N

ptr

•

N 0 .. N +
Nat

N 0 7! undef

mem

N 0

N +
Int

N 0

next

1

CCCCCCCCCCCCCA

RULE free( N )

void

k

N 7! N 0

•

ptr

Mem

Mem [? / N .. N +
Nat

N 0 ]

mem

END MODULE

KERNELC— a C-like language
Traian Florin Şerbănuţă and Grigore Roşu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities of K definitions, as well as concurrency power and easiness in defining and
exploring relaxed memory models.

Research based on KERNELC

KERNELC originated in the study of memory safety for C and first presented in the following paper:

Grigore Roşu, Wolfram Schulte, and Traian-Florin Şerbănuţă: Runtime Verification of C Memory Safety.

Runtime Verification (RV’09), Lecture Notes in Computer Science 5779: 132–151. 2009

Since then it has been expanded and used for expressing and verifing concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin Şerbănuţă: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTS K-LATEX+PL-ID+PL-INT
SYNTAX Exp ::= Exp + Exp [strict]

| DeclId

| Id

| Int

| Exp - Exp [strict]
| Exp ++
| Exp == Exp [strict]
| Exp != Exp [strict]
| Exp <= Exp [strict]
| Exp < Exp [strict]
| Exp % Exp [strict]
| ! Exp

| Exp && Exp

| Exp ? Exp : Exp

| Exp || Exp

| printf("%d;", Exp ) [strict]
| scanf("%d",& Exp )
| scanf("%d", Exp ) [strict]
| NULL
| PointerId

| (int*)malloc( Exp *sizeof(int)) [strict]
| free( Exp ) [strict]
| * Exp [strict]
| Exp [ Exp ]
| Exp = Exp [strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp ) [strict]

SYNTAX Stmt ::= Exp ; [strict]
| {}
| { StmtList }
| if( Exp ) Stmt

| if( Exp ) Stmt else Stmt [strict(1)]
| while( Exp ) Stmt

| return Exp ; [strict]
| DeclId List{DeclId} { StmtList }
| #include< StmtList >

SYNTAX StmtList ::= StmtList StmtList

| Stmt

SYNTAX Pgm ::= StmtList

SYNTAX Id ::= main
SYNTAX PointerId ::= * PointerId [ditto]

| Id

SYNTAX DeclId ::= int Exp

| void PointerId

SYNTAX StmtList ::= stdio.h
| stdlib.h

SYNTAX List{Bottom} ::= List{Bottom} , List{Bottom} [assoc hybrid id: () strict]
| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}

| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId

| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp

| List{DeclId}

| List{PointerId}

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTS K-LATEX
IMPORTS KERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St = if( E ) St else {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId = int PointerId

MACRO #include< Stmts > = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId = E = int PointerId = E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTS K-SHARED
IMPORTS K+KERNELC-DESUGARED-SYNTAX+PL-CONVERSION+PL-RANDOM
CONFIGURATION:

•

k

•

funs

•

env

•

mem

•

fstack

•

in

“”
out

•

ptr

0

next

0

rand

T ?

“”
result ?

RULE X

V

k

X 7! V

env

RULE X ++

I

k

X 7! I

I +
Int

1

env

RULE X = V

V

k

X 7! –
V

env

RULE I1 + I2 * I1 +
Int

I2

RULE I1 - I2 * I1 �
Int

I2

RULE I1 % I2 * I1 %Int I2 when I2 !=Int 0

RULE I1 <= I2 * Bool2Int ( I1 
Int

I2 )

RULE I1 < I2 * Bool2Int ( I1 <
Int

I2 )

RULE I1 == I2 * Bool2Int ( I1 ==Int I2 )

RULE I1 != I2 * Bool2Int ( I1 !=Int I2 )

RULE _?_:_ * if(_)_else_

RULE if( I ) – else St * St when I ==
Int

0

RULE if( I ) St else – * St when ¬
Bool

I ==
Int

0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S +
String

Int2String ( I ) +
String

“;”

out

RULE scanf("%d", N )

* N = I

k

I

•

in

RULE scanf("%d",& X )

X = I

k

I

•

in

RULE V ; * •

RULE { Sts } * Sts

RULE {} * •

RULE St Sts * St y Sts

RULE int X Xl { Sts }
•

k

•

X 7! int X Xl { Sts }

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem ::= Id # Map # K

RULE

0

BBBBBBBBBBBBB@

X ( Vl ) y K

Sts

k

Env

eraseKLabel ( int_ , Xl ) 7! Vl

env

X 7! int X Xl { Sts }

funs

•

X # Env # K

fstack

1

CCCCCCCCCCCCCA

CONTEXT: int – = ⇤

RULE int X

void

k

•

X 7! undef

env

RULE return V ; y –
V

k

RULE V y •

K

k

–
Env

env

– # Env # K

•

fstack

RULE random()

randomRandom ( N 0 )

k

N 0

N 0 +
Nat

1

rand

RULE srandom( I )

void

k

CONTEXT: * ⇤ = –

CONTEXT: * ⇤ ++

SYNTAX Val ::= Int

| void
SYNTAX Exp ::= Val

SYNTAX K ::= List{DeclId}

| List{Exp}

| List{PointerId}

| Pgm

| StmtList

| String

| restore( Map )
| undef

SYNTAX KResult ::= List{Val}

SYNTAX List{K} ::= Nat .. Nat

RULE N1 .. N1 * •

RULE N1 .. s
Nat

N * N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}

END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTS K
IMPORTS KERNELC-SEMANTICS

RULE

0

BBBBBBBBBBBBB@

(int*)malloc( N *sizeof(int))

N 0

k

•

N 0 7! N

ptr

•

N 0 .. N +
Nat

N 0 7! undef

mem

N 0

N +
Int

N 0

next

1

CCCCCCCCCCCCCA

RULE free( N )

void

k

N 7! N 0

•

ptr

Mem

Mem [? / N .. N +
Nat

N 0 ]

mem

END MODULE

KERNELC— a C-like language
Traian Florin Şerbănuţă and Grigore Roşu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities of K definitions, as well as concurrency power and easiness in defining and
exploring relaxed memory models.

Research based on KERNELC

KERNELC originated in the study of memory safety for C and first presented in the following paper:

Grigore Roşu, Wolfram Schulte, and Traian-Florin Şerbănuţă: Runtime Verification of C Memory Safety.

Runtime Verification (RV’09), Lecture Notes in Computer Science 5779: 132–151. 2009

Since then it has been expanded and used for expressing and verifing concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin Şerbănuţă: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTS K-LATEX+PL-ID+PL-INT
SYNTAX Exp ::= Exp + Exp [strict]

| DeclId

| Id

| Int

| Exp - Exp [strict]
| Exp ++
| Exp == Exp [strict]
| Exp != Exp [strict]
| Exp <= Exp [strict]
| Exp < Exp [strict]
| Exp % Exp [strict]
| ! Exp

| Exp && Exp

| Exp ? Exp : Exp

| Exp || Exp

| printf("%d;", Exp ) [strict]
| scanf("%d",& Exp )
| scanf("%d", Exp ) [strict]
| NULL
| PointerId

| (int*)malloc( Exp *sizeof(int)) [strict]
| free( Exp ) [strict]
| * Exp [strict]
| Exp [ Exp ]
| Exp = Exp [strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp ) [strict]

SYNTAX Stmt ::= Exp ; [strict]
| {}
| { StmtList }
| if( Exp ) Stmt

| if( Exp ) Stmt else Stmt [strict(1)]
| while( Exp ) Stmt

| return Exp ; [strict]
| DeclId List{DeclId} { StmtList }
| #include< StmtList >

SYNTAX StmtList ::= StmtList StmtList

| Stmt

SYNTAX Pgm ::= StmtList

SYNTAX Id ::= main
SYNTAX PointerId ::= * PointerId [ditto]

| Id

SYNTAX DeclId ::= int Exp

| void PointerId

SYNTAX StmtList ::= stdio.h
| stdlib.h

SYNTAX List{Bottom} ::= List{Bottom} , List{Bottom} [assoc hybrid id: () strict]
| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}

| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId

| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp

| List{DeclId}

| List{PointerId}

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTS K-LATEX
IMPORTS KERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St = if( E ) St else {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId = int PointerId

MACRO #include< Stmts > = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId = E = int PointerId = E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTS K-SHARED
IMPORTS K+KERNELC-DESUGARED-SYNTAX+PL-CONVERSION+PL-RANDOM
CONFIGURATION:

•

k

•

funs

•

env

•

mem

•

fstack

•

in

“”
out

•

ptr

0

next

0

rand

T ?

“”
result ?

RULE X

V

k

X 7! V

env

RULE X ++

I

k

X 7! I

I +
Int

1

env

RULE X = V

V

k

X 7! –
V

env

RULE I1 + I2 * I1 +
Int

I2

RULE I1 - I2 * I1 �
Int

I2

RULE I1 % I2 * I1 %Int I2 when I2 !=Int 0

RULE I1 <= I2 * Bool2Int ( I1 
Int

I2 )

RULE I1 < I2 * Bool2Int ( I1 <
Int

I2 )

RULE I1 == I2 * Bool2Int ( I1 ==Int I2 )

RULE I1 != I2 * Bool2Int ( I1 !=Int I2 )

RULE _?_:_ * if(_)_else_

RULE if( I ) – else St * St when I ==
Int

0

RULE if( I ) St else – * St when ¬
Bool

I ==
Int

0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S +
String

Int2String ( I ) +
String

“;”

out

RULE scanf("%d", N )

* N = I

k

I

•

in

RULE scanf("%d",& X )

X = I

k

I

•

in

RULE V ; * •

RULE { Sts } * Sts

RULE {} * •

RULE St Sts * St y Sts

RULE int X Xl { Sts }
•

k

•

X 7! int X Xl { Sts }

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem ::= Id # Map # K

RULE

0

BBBBBBBBBBBBB@

X ( Vl ) y K

Sts

k

Env

eraseKLabel ( int_ , Xl ) 7! Vl

env

X 7! int X Xl { Sts }

funs

•

X # Env # K

fstack

1

CCCCCCCCCCCCCA

CONTEXT: int – = ⇤

RULE int X

void

k

•

X 7! undef

env

RULE return V ; y –
V

k

RULE V y •

K

k

–
Env

env

– # Env # K

•

fstack

RULE random()

randomRandom ( N 0 )

k

N 0

N 0 +
Nat

1

rand

RULE srandom( I )

void

k

CONTEXT: * ⇤ = –

CONTEXT: * ⇤ ++

SYNTAX Val ::= Int

| void
SYNTAX Exp ::= Val

SYNTAX K ::= List{DeclId}

| List{Exp}

| List{PointerId}

| Pgm

| StmtList

| String

| restore( Map )
| undef

SYNTAX KResult ::= List{Val}

SYNTAX List{K} ::= Nat .. Nat

RULE N1 .. N1 * •

RULE N1 .. s
Nat

N * N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}

END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTS K
IMPORTS KERNELC-SEMANTICS

RULE

0

BBBBBBBBBBBBB@

(int*)malloc( N *sizeof(int))

N 0

k

•

N 0 7! N

ptr

•

N 0 .. N +
Nat

N 0 7! undef

mem

N 0

N +
Int

N 0

next

1

CCCCCCCCCCCCCA

RULE free( N )

void

k

N 7! N 0

•

ptr

Mem

Mem [? / N .. N +
Nat

N 0 ]

mem

END MODULE

Seman0c	  rules	  given	  contextually	  

<k> X = V => V …</k> 
<env>… X |-> (_ => V) …</env> 

KERNELC— a C-like language
Traian Florin Şerbănuţă and Grigore Roşu
University of Illinois at Urbana-Champaign

Abstract

KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to
exemplify several runtime analysis capabilities of K definitions, as well as concurrency power and easiness in defining and
exploring relaxed memory models.

Research based on KERNELC

KERNELC originated in the study of memory safety for C and first presented in the following paper:

Grigore Roşu, Wolfram Schulte, and Traian-Florin Şerbănuţă: Runtime Verification of C Memory Safety.

Runtime Verification (RV’09), Lecture Notes in Computer Science 5779: 132–151. 2009

Since then it has been expanded and used for expressing and verifing concurrency features and anomalies for both sequentially-
consistent and relaxed memory models, as detailed in Chapter 5 of:

Traian-Florin Şerbănuţă: A Rewriting Approach to Concurrent Programming Language Design and Semantics

PhD Thesis, University of Illinois, December 2010

MODULE KERNELC-SYNTAX
IMPORTS K-LATEX+PL-ID+PL-INT
SYNTAX Exp ::= Exp + Exp [strict]

| DeclId

| Id

| Int

| Exp - Exp [strict]
| Exp ++
| Exp == Exp [strict]
| Exp != Exp [strict]
| Exp <= Exp [strict]
| Exp < Exp [strict]
| Exp % Exp [strict]
| ! Exp

| Exp && Exp

| Exp ? Exp : Exp

| Exp || Exp

| printf("%d;", Exp ) [strict]
| scanf("%d",& Exp )
| scanf("%d", Exp ) [strict]
| NULL
| PointerId

| (int*)malloc( Exp *sizeof(int)) [strict]
| free( Exp ) [strict]
| * Exp [strict]
| Exp [ Exp ]
| Exp = Exp [strict(2)]
| Id ( List{Exp} ) [strict(2)]
| Id ()
| random()
| srandom( Exp ) [strict]

SYNTAX Stmt ::= Exp ; [strict]
| {}
| { StmtList }
| if( Exp ) Stmt

| if( Exp ) Stmt else Stmt [strict(1)]
| while( Exp ) Stmt

| return Exp ; [strict]
| DeclId List{DeclId} { StmtList }
| #include< StmtList >

SYNTAX StmtList ::= StmtList StmtList

| Stmt

SYNTAX Pgm ::= StmtList

SYNTAX Id ::= main
SYNTAX PointerId ::= * PointerId [ditto]

| Id

SYNTAX DeclId ::= int Exp

| void PointerId

SYNTAX StmtList ::= stdio.h
| stdlib.h

SYNTAX List{Bottom} ::= List{Bottom} , List{Bottom} [assoc hybrid id: () strict]
| ()
| Bottom

SYNTAX List{PointerId} ::= List{PointerId} , List{PointerId} [ditto]
| List{Bottom}

| PointerId

SYNTAX List{DeclId} ::= List{DeclId} , List{DeclId} [ditto]
| DeclId

| List{Bottom}

SYNTAX List{Exp} ::= List{Exp} , List{Exp} [ditto]
| Exp

| List{DeclId}

| List{PointerId}

END MODULE

MODULE KERNELC-THREADS-SYNTAX
IMPORTS K-LATEX
IMPORTS KERNELC-SYNTAX

Extending the syntax with threads

The basic syntax of KERNELC is extended with some multi-threading primitives like thread creation, lock-synchronization, and
thread-join. Since threas are not part of C we can afford more creativity here and we chose for spawn to be applied on the call
of a function, with the intuition that the arguments of the function are evaluated in the current thread, then the function call is
executed in a newly spawned thread.

SYNTAX Exp ::= acquire( Exp ) [strict]
| spawn Exp

| release( Exp ) [strict]
| join( Exp ) [strict]

END MODULE

MODULE KERNELC-DESUGARED-SYNTAX
IMPORTS K-LATEX
IMPORTS KERNELC-SYNTAX
MACRO ! E = E ? 0 : 1

MACRO E1 && E2 = E1 ? E2 : 0

MACRO E1 || E2 = E1 ? 1 : E2

MACRO if( E ) St = if( E ) St else {}

MACRO NULL = 0

MACRO I () = I ( () )

MACRO int * PointerId = int PointerId

MACRO #include< Stmts > = Stmts

MACRO E1 [ E2 ] = * E1 + E2

MACRO scanf("%d",& * E ) = scanf("%d", E )

MACRO int * PointerId = E = int PointerId = E

MACRO int X = E ; = int X ; X = E ;

MACRO stdio.h = {}

MACRO stdlib.h = {}

END MODULE

MODULE KERNELC-SEMANTICS
IMPORTS K-SHARED
IMPORTS K+KERNELC-DESUGARED-SYNTAX+PL-CONVERSION+PL-RANDOM
CONFIGURATION:

•

k

•

funs

•

env

•

mem

•

fstack

•

in

“”
out

•

ptr

0

next

0

rand

T

“”
result ?

RULE X

V

k

X 7! V

env

RULE X ++

I

k

X 7! I

I +
Int

1

env

RULE X = V

V

k

X 7! –
V

env

RULE I1 + I2 * I1 +
Int

I2

RULE I1 - I2 * I1 �
Int

I2

RULE I1 % I2 * I1 %Int I2 when I2 !=Int 0

RULE I1 <= I2 * Bool2Int ( I1 
Int

I2 )

RULE I1 < I2 * Bool2Int ( I1 <
Int

I2 )

RULE I1 == I2 * Bool2Int ( I1 ==Int I2 )

RULE I1 != I2 * Bool2Int ( I1 !=Int I2 )

RULE _?_:_ * if(_)_else_

RULE if( I ) – else St * St when I ==
Int

0

RULE if( I ) St else – * St when ¬
Bool

I ==
Int

0

RULE while( E ) St

if( E ) { St while( E ) St } else {}

k

RULE printf("%d;", I )

void

k

S

S +
String

Int2String ( I ) +
String

“;”

out

RULE scanf("%d", N )

* N = I

k

I

•

in

RULE scanf("%d",& X )

X = I

k

I

•

in

RULE V ; * •

RULE { Sts } * Sts

RULE {} * •

RULE St Sts * St y Sts

RULE int X Xl { Sts }
•

k

•

X 7! int X Xl { Sts }

funs

RULE void X

int X

Xl { Sts

Sts return void ;

}

SYNTAX ListItem ::= Id # Map # K

RULE

0

BBBBBBBBBBBBB@

X ( Vl ) y K

Sts

k

Env

eraseKLabel ( int_ , Xl ) 7! Vl

env

X 7! int X Xl { Sts }

funs

•

X # Env # K

fstack

1

CCCCCCCCCCCCCA

CONTEXT: int – = ⇤

RULE int X

void

k

•

X 7! undef

env

RULE return V ; y –
V

k

RULE V y •

K

k

–
Env

env

– # Env # K

•

fstack

RULE random()

randomRandom ( N 0 )

k

N 0

N 0 +
Nat

1

rand

RULE srandom( I )

void

k

CONTEXT: * ⇤ = –

CONTEXT: * ⇤ ++

SYNTAX Val ::= Int

| void
SYNTAX Exp ::= Val

SYNTAX K ::= List{DeclId}

| List{Exp}

| List{PointerId}

| Pgm

| StmtList

| String

| restore( Map )
| undef

SYNTAX KResult ::= List{Val}

SYNTAX List{K} ::= Nat .. Nat

RULE N1 .. N1 * •

RULE N1 .. s
Nat

N * N ,, N1 .. N

SYNTAX List{Val} ::= List{Val} , List{Val} [ditto]
| Val

SYNTAX List{Exp} ::= List{Val}

END MODULE

MODULE KERNELC-SIMPLE-MALLOC
IMPORTS K
IMPORTS KERNELC-SEMANTICS

RULE

0

BBBBBBBBBBBBB@

(int*)malloc( N *sizeof(int))

N 0

k

•

N 0 7! N

ptr

•

N 0 .. N +
Nat

N 0 7! undef

mem

N 0

N +
Int

N 0

next

1

CCCCCCCCCCCCCA

RULE free( N )

void

k

N 7! N 0

•

ptr

Mem

Mem [? / N .. N +
Nat

N 0 ]

mem

END MODULE

MODULE KERNELC-CONSISTENT-MEMORY
IMPORTS K
IMPORTS KERNELC-SEMANTICS

RULE * N

V

k

N 7! V

mem

RULE * N ++

I

k

N 7! I

I +
Int

1

mem

RULE * N = V

V

k

N 7! –
V

mem

END MODULE

MODULE KERNELC-CONSISTENT-THREADS
IMPORTS K-SHARED
IMPORTS K
IMPORTS KERNELC-THREADS-SYNTAX
IMPORTS KERNELC-CONSISTENT-MEMORY+KERNELC-SEMANTICS

Basic semantics for threads

For executing multithreaded programs, the configuration must be updated to group computation, local variables and call stack
in a thread cell, which is identified by an id. Multiple threads are grouped in a threads cell. Additionally, the ids of all
completed threads are gathered in the cthreads cell.

CONFIGURATION:

•

k

•

env

•

fstack

0

id

thread *

threads

•

locks

•

cthreads

•

funs

•

in

“”
out

•

mem

•

ptr

1

next

0

rand

T ?

“”
result ?

Locks

A lock is acquired if not already acquired by any thread. Note that we don’t model here re-entrant locks.

RULE acquire( N )

void

k

T

id

Locks

•

N 7! T

locks

when ¬
Bool

N in keys Locks

RULE release( N )

void

k

T

id

N 7! T

•

locks

Spawn

The semantics of spawn is the one mentioned in the thread syntax. We first have a context for evaluating the arguments of the
function call (without callng the function, then we delegate the function call to a new thread.

CONTEXT: spawn – ( ⇤ )

RULE spawn X ( Vl )

T

k

T

T +
Int

1

next

•

X ( Vl )

k

T

id

thread

Thread end and join

Upon completion a thread registers its id in the set of completed threads, which is used as a signal to join.

RULE V

k

•

fstack

T

id

thread

•

•

T

cthreads

RULE join( T )

0

k

T

cthreads

END MODULE

MODULE KERNELC
IMPORTS K-SHARED
IMPORTS K
IMPORTS KERNELC-CONSISTENT-THREADS+KERNELC-PROGRAMS+KERNELC-SIMPLE-MALLOC+KERNELC-

SYNTAX

Putting everything together

Running a program identified by its name, maybe with an input list

SYNTAX Bag ::= run( KLabel )
| run( KLabel , List{K} )

Update the initial configuration by loading it in the <k> cell and then calling main. Put the list of inputs in the <in> cell.

RULE run( L ) * run( L , • )

RULE run( L , Il ) * L ( • ) y main ()

k

List Il

in

T

Rule for extracting the output once all threads have completed

RULE •

threads

S

out

T

* S

result

END MODULE



State-‐space	  explora0on	  (search	  and	  model-‐checking)	  
Efficient	  and	  interac0ve	  execu0on	  (interpreters)	  

…
	  cfg[pgm]	  

What	  does	  the	  K	  Tool	  Offer?	  

…	  

…	  

Deduc0ve	  program	  verifica0on	  (in	  progress)	  



K	  Scales	  

Besides	  smaller	  and	  paradigma0c	  teaching	  	  
languages,	  several	  larger	  languages	  were	  defined	  
•  Java	  1.4	  :	  by	  Chen	  [CAV’06]	  
•  Verilog	  :	  by	  Meredith&Katelman	  [MEMOCODE’10]	  
•  C	  :	  by	  Chucky	  Ellison	  [POPL’12]	  
etc.	  



The	  K	  Configura0on	  of	  C	  

MODULE COMMON-C-CONFIGURATION
IMPORTS C-SYNTAX
CONFIGURATION:

•

gotoMap

•

genv

•

gtypes

•

gstructs

•

mem

•

functions

0

freshNat

2

nextThreadId

0

nextFile

•

malloced

•

stringLiterals

•

translationUnits

•

declarationOrder

•

externalDefinitions

•

internalDefinitions

•

internalLocations

•

externalLocations

•

preLinkage

•

preTypes

•

declarations

•

functionTranslationUnits

0

nextSharedLoc

•

threadStatus

•

joiningMap

•

detachingMap

threadInformation

•

openFiles

•

programText

•

compoundLiteralMap

0

threadId

0

nextLoc

•

buffer

false

blocked

•

k ?

•

callStack

•

finalComputation ?

•

blockStack

•

env

•

types

•

structs

0

nestingDepth

•

blockHistory

•

localVariables

•

localAddresses

local

true

shouldInit

•

currentObject

•

currentSubObject

0

incompleteLength

•

savedInitialization

•

loopStack

•

locsWrittenTo

•

holds

•

type ?

•

declarationTypeHolder

“”
currentTranslationUnit

•

currentFunction

•

currentProgramLoc

gotoCalculation ?

calculateGotoMap

control

threadLocal

thread *

threads

T

•

xmessages

•

files

“”
input

“”
output

•

resultValue

•

errorCell ?

END MODULE

75	  Cells!	  

Heap	  



Sta0s0cs	  for	  the	  C	  defini0on	  

•  Total	  number	  of	  rules:	  	  	  	  	  	  	  ~1200	  

•  Tested	  on	  thousands	  of	  C	  programs	  (several	  
benchmarks,	  including	  the	  gcc	  torture	  test,	  code	  
from	  the	  obfuscated	  C	  compe00on,	  etc.)	  
– Passed	  99.2%	  so	  far!	  
– GCC	  4.1.2	  passes	  99%,	  ICC	  99.4%,	  Clang	  98.3%	  (no	  opt.)	  

•  The	  most	  complete	  formal	  C	  seman1cs	  
– Took	  more	  than	  18	  months	  to	  define	  



Program	  Reasoning	  using	  
Opera0onal	  Seman0cs:	  
-‐-‐	  Reachability	  Logic	  -‐-‐	  



Reasoning	  About	  Programs	  
•  Virtually	  all	  opera0onal	  seman0cs	  can	  be	  
defined	  with	  rewrite	  rules	  of	  the	  form	  

•  We	  would	  like	  to	  reason	  about	  programs	  using	  
precisely	  such	  opera0onal	  seman0cs!	  



Current	  State-‐of-‐the-‐Art	  

•  Redefine	  the	  language	  using	  a	  different	  seman0c	  
approach	  (Hoare/separa0on/dynamic	  logic)	  

•  Very	  language	  specific,	  error-‐prone;	  e.g.:	  



Current	  State-‐of-‐the-‐Art	  

	  
•  Thus,	  these	  seman0cs	  need	  to	  be	  proved	  
sound,	  some0mes	  also	  rela0vely	  complete,	  wrt	  
trusted,	  opera0onal	  seman0cs	  of	  the	  language	  

•  Verifica0on	  tools	  developed	  using	  them	  

•  So	  we	  have	  an	  inherent	  gap	  between	  trusted,	  
opera0onal	  seman0cs,	  and	  the	  seman0cs	  
currently	  used	  for	  program	  verifica0on	  



Our	  Proposal:	  Matching	  Logic	  

•  Use	  directly	  the	  trusted	  opera0onal	  seman0cs!	  
– Has	  been	  done	  before	  (ACL2),	  but	  proofs	  are	  low-‐
level	  (induc0on	  on	  the	  transi0on	  system)	  and	  
language-‐specific	  

•  We	  propose	  a	  language-‐independent	  proof	  
system	  based	  on	  matching	  logic,	  which	  
– Takes	  opera0onal	  seman0cs	  as	  axioms	  
– Derives	  reachability	  proper0es	  
–  Is	  sound	  and	  rela0vely	  complete	  



Matching	  Logic	  

•  Logic	  for	  specifying	  proper0es	  about	  program	  
configura0ons	  and	  reasoning	  about	  them	  
– Generalizes	  separa0on	  logic	  

•  Key	  insight:	  
– Configura0on	  terms	  with	  variables	  are	  allowed	  to	  
be	  used	  as	  predicates,	  called	  paferns!	  

– Seman0cally,	  their	  sa0sfac0on	  means	  matching	  



More	  Formally:	  Configura0ons	  

•  For	  concreteness,	  assume	  configura0ons	  
having	  the	  following	  syntax:	  

	  
(matching	  logic	  works	  with	  any	  configura0ons)	  

•  Examples	  of	  concrete	  (ground)	  configura0ons:	  



More	  Formally:	  Paferns	  

•  Concrete	  configura0ons	  are	  already	  paferns,	  but	  
very	  simple	  ones,	  ground	  paferns	  

•  Example	  of	  more	  complex	  pafern	  

•  Thus,	  paferns	  generalize	  both	  terms	  and	  [FOL]	  



More	  Formally:	  Reasoning	  

•  We	  can	  now	  prove	  (using	  [FOL]	  reasoning)	  
proper0es	  about	  configura0ons,	  such	  as	  



Reachability	  Rules	  

•  “Rewrite”	  rules	  over	  matching	  logic	  formulae:	  

(generalize	  to	  condi0onal	  rules)	  
•  Since	  paferns	  generalize	  terms,	  matching	  logic	  
reachability	  rules	  capture	  term	  rewri0ng	  rules	  

•  Moreover,	  deals	  naturally	  with	  side	  condi0ons:	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  turn	  into	  



Expressivity	  of	  Reachability	  Rules	  

•  Capture	  opera0onal	  seman0cs	  rules:	  

•  Capture	  Hoare	  Triples:	  



Reachability	  Logic	  

•  Language-‐independent	  proof	  system	  for	  
deriving	  sequents	  of	  the	  form	  

where	  A	  (axioms)	  and	  C	  (circulari0es)	  are	  sets	  of	  
reachability	  rules	  



Proof	  System	  for	  Reachability	  

•  Works	  with	  any	  
opera0onal	  
seman0cs	  
–  Language	  
independent	  

•  Can	  prove	  anything	  
that	  Hoare	  logic	  can	  
–  Plus	  more	  

•  It	  is	  sound	  (par0ally	  
correct)	  and	  
rela0vely	  complete	  



Results	  

•  Soundness	  (par0al	  correctness)	  [ICALP’12]	  
•  Generalizes	  Hoare	  logic	  for	  IMP	  [FM’12]	  
– So	  also	  rela0vely	  complete	  for	  IMP	  

•  Rela0vely	  complete	  in	  general	  [OOPSLA’12]	  
– The	  fixed,	  language-‐independent	  proof	  system	  can	  
prove	  any	  reachability	  property,	  including	  Hoare	  
triples	  as	  special	  case,	  of	  any	  programming	  language	  



Conclusion	  

•  Axioma0c	  seman0cs	  is	  unnecessary	  for	  
program	  verifica0on	  

•  Opera0onal	  seman0cs	  suffices	  
•  Language-‐independent	  reachability	  proof	  
system,	  which	  is	  sound	  and	  complete	  
– Circularity	  generalizes	  the	  invariant	  rules	  


