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Formal methods?



This is not a commercial talk 

Talk duration [??..40 min] 

Credits got to several people (details will follow)

Some disclaimers…
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A bit of context…

CSM Formal languages (automata, grammars, …) 
Compilers & interpreters (semantics, parsing,…) 
Formal methods (verification, static analysis, …)

TOPICS

Computer Science Modelling: a key course in CS/IT educations at DTU
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A bit of context…

CSMXYZ

XYZ

BSc

Formal languages (automata, grammars, …) 
Compilers & interpreters (semantics, parsing,…) 
Formal methods (verification, static analysis, …)

CompilersCompilersXYZ

MSc

TOPICS

Computer Science Modelling: a key course in CS/IT educations at DTU

Mandatory for BSc in Software Technology & others 
Requirement for MSc 
Teaser for MSc study lines in formal methods

ROLE



3 key “meta” learning objectives

UNDERSTAND METHODS 
e.g. information flow analysis 
       & non-interference

IMPLEMENT METHODS 
e.g. implement flow analyser 

APPLY METHODS 
e.g. use a provided flow analyser to reason about security



3 key “meta” learning objectives

UNDERSTAND METHODS 
e.g. information flow analysis 
       & non-interference

IMPLEMENT METHODS 
e.g. implement flow analyser 

APPLY METHODS 
e.g. use a provided flow analyser to reason about security

           TOOLS 



3 key “meta” learning objectives

UNDERSTAND METHODS 
e.g. information flow analysis 
       & non-interference

IMPLEMENT METHODS 
e.g. implement flow analyser 

APPLY METHODS 
e.g. use a provided flow analyser to reason about security

           TOOLS 

Role of tools: 
Enable feedback loops between LOs



3 key “meta” learning objectives

UNDERSTAND METHODS 
e.g. information flow analysis 
       & non-interference

IMPLEMENT METHODS 
e.g. implement flow analyser 

APPLY METHODS 
e.g. use a provided flow analyser to reason about security

           TOOLS 

Role of tools: 
Enable feedback loops between LOs 
Empower students to self-assess LOs 
Empower teachers to self-assess LOs
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Program

Programs as a case-study
Something interesting 
about the program

[+ specification]
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Programs as a case-study

Follow formal definitions from teaching material 
Match behaviour of reference implementations 
Boilerplate provided (e.g. UI), focus on fundamentals

           

UNDERSTAND 

IMPLEMENT

APPLY METHODS 



Programs as a case-study
Programming Language: a variant of Guarded Command Language  

                                   [Dijkstra, Commun. ACM 18 (1975), 8: 1975)]

y:=1; 
do x>0 -> y:=x*y; 
          x:=x-1 
od

This is how factorial looks:



Programs as a case-study
Programming Language: a variant of Guarded Command Language  

                                   [Dijkstra, Commun. ACM 18 (1975), 8: 1975)]

y:=1; 
do x>0 -> y:=x*y; 
          x:=x-1 
od

This is how factorial looks:

Main features: 
Only two type of variables: Integers & integer arrays 
Basic arithmetic & Boolean expressions 
Control flow constructs: if & loops 
Non-determinism 

Formal syntax & semantics in teaching material :)

Non-det. sort



Immediate feedback “as-you-type” 
Random test-case generation 

Good-looking browser-based UIs 
Zero-to-minimal installations needed 

Empower students to self-assess the LOs

Avoid scaring away students from FM!

BROWSER VERSION 



Immediate feedback “as-you-type” 
Random test-case generation 

Good-looking browser-based UIs 
Zero-to-minimal installations needed 

Empower students to self-assess the LOs

Avoid scaring away students from FM!

Empower teachers to grade/assess the LOs
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COMMAND-LINE VERSION



fm4fun - the original toolset

Analysis (e.g. executions, security)

GCL 
program

Program 
Graph



Tool & Teaching material
Teaching Material

Flemming Nielson · Hanne Riis Nielson 

An Appetizer

Formal 
Methods

Tool support for GCL programs: 
Parser 
Program Graph representation 
Interpreter 
Information flow analysis 
Sign analysis 
Concurrency 
… 

https://formalmethods.dk

+ videos 
+ slides



Program Verification for GCL

https://team-checkr.github.io/chip

Annotated GCL 
program

Verification result

Invariant

Precondition

Postcondition



An LTL model checker for parallel GCL

https://team-checkr.github.io/moka 

Parallel GCL 
Program

LTL spec

Result: yes  / no + counterexamples

Transition  
System

https://team-checkr.github.io/moka


Inspectify 
           

UNDERSTAND 

APPLY METHODS 



Inspectify

testing vs reference implementation
student’s code

Trace
GCL program

Program 
Graph

           

UNDERSTAND 

IMPLEMENT

APPLY METHODS 



Book 
(formal spec)

coding inspectify

Task  
description 
(Informal)

Starter videos



Inspectify - scoreboard

We periodically pull student’s code, run tests and update the scoreboard (gamification) 



Links
https://formalmethods.dk  
https://team-checkr.github.io/chip  
https://team-checkr.github.io/moka 
https://github.com/team-checkr/checkr  

Questions? 
albl@dtu.dk  
 

https://formalmethods.dk
https://team-checkr.github.io/chip
https://team-checkr.github.io/moka
https://github.com/team-checkr/checkr
mailto:albl@dtu.dk

