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>Credits got to several people (details will follow)
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A bit of context...

Computer Science Modelling: a key course in CS/IT educations at DTU

| Program Program Model Logic for
e CempliEre Verification Analysis Checking Security
MSc

TOPICS

> Formal languages (automata, grammars, ...)
> Compilers & interpreters (semantics, parsing,...)
> Formal methods (verification, static analysis, ...)

ROLE

>Mandatory for BSc in Software Technology & others
> Requirement for MSc
> Teaser for MSc study lines in formal methods
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e.g. use a provided flow analyser to reason about security

e.g. implement flow analyser

e.g. information flow analysis
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3 key meta’ learning objectives

e.g. use a provided flow analyser to reason about security

e.g. information flow analysis

& non-interference

e.g. implement flow analyser

Role of tools:

> Enable feedback loops between LOs
> Empower students to self-assess LOs
> Empower teachers to self-assess LOs
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Programs as a case-study

Program Program

‘ﬁ

rogram Graph (PG)

Task 7

Applying Applying
Program Model
Verification Checking

Execution Sions Analvsis Information
Sequence & y Flow Results

ﬁ; > Follow formal definitions from teaching material

>Match behaviour of reference implementations
> Boilerplate provided (e.g. Ul), focus on fundamentals




Programs as a case-study

Programming Language: a variant of Guarded Command Language
[Dijkstra, Commun. ACM 18 (1975), 8: 1975)]

This is how factorial looks: e ——
PROGRAMMING
METHODOLOGY
A Collection of Articles

y:=1; by Members of IFIP WG23
do x>0 —> y:=xxy; ]

Edited by David Gries
Xi=x-1

od



Programs as a case-study

Programming Language: a variant of Guarded Command Language
[Dijkstra, Commun. ACM 18 (1975), 8: 1975)]

This is how factorial looks: .

PROGRAMMING
METHODOLOGY
A Collection of Articles

do x>0 —> y:=xxy,; )

byDavithies
Xi=x-1

od

Main features:

> Only two type of variables: Integers & integer arrays
> Basic arithmetic & Boolean expressions

> Control flow constructs: if & loops

Non-det. sort
do

.. a<b —> X := a; a:=b; b:=x
> Non-determinism (] b<c —> x := b: b:=c: c:=x
[] c<d —=> x := ¢; c:=d; d:=x

Formal syntax & semantics in teaching material :) g



@ Chip Switch theme & Guide ®
X=n&n>0
Y * invariant doesn't hold initially

// View Problem (CF8) No quick fixes avallable
do [ trge ]
X >0 —
Y =Y ¥ X;
X t=x-1

fac(n) }




Switch theme & Guide ©®
{x=n&n>=0}
Y ¢ invariant doesn't hold initially
// »MW(YF}) No quick fixes avallable
do [ trge ]
X >0 —
y i= Yy ¥ X;
X x -1
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[mA4fun - the original toolset

GCL
program

Environments ~

Input Program
4 B K  © Examples~

Extended Guarded Commands Code

yi=1;
do x>0 —>

od

Program
Graph

Program Graph ¢ & &

Non-det. Det.

formalmethods.dk

B Formal Methods - A Learning Environment

e®oe0e [+ <

O localhost:3000/env/Interpreter

Step-wise Execution

formalmethods

Explore how the memory changes, upon execution of the actions. Recall that if more g Environments ~

deterministic which action to take.
When using the [EXTRET2Y feature, non-deterministic choices will be shown in the first

trace will be “reset" from that configuration. Input Prog ram

When using the feature, all non-deterministic choices will b N R

number of steps, gets stuck or terminates. A short summary of the final configurations % B L) (2] Examples ~

the input code is highly non-deterministic, and the number of steps is high, the tree of

grow big (and therefore cause long execution). Extended Guarded Commands Code

For both outputs, all non-terminated and non-stuck configurations can be extended

i:=0;
X:=0;
y:=0;
do i<10 —> if A[il>=0 —>
xi=x+A[i];
100 i:=i+l
[1 A[i]l<@ —> i:=i+1;
Configuration fi;
yi=y+1l

Initialization of Variables and Arrays

Number of Steps

Action
ql>
ql
q2
o Program Graph
q2
q3

al

q2 (ALL1>=0)§(! false)

q3
i<10)&(! false)

qt

yizysl
(AL1]<0)&( ! ((Al1]>=0) |faTl

a4

Successfully terminated in 11 steps.

Deterministic

Non-determ

dk & © h + O

G Formal Methods - A Learning Environment

Model

instic Deterministic ‘

Specify Security Lattice

Templates v

public < private

Security Classification for Variables and Arrays

=» | i=public, x = public, y = public, A = private

private

public

Show Security Analysis

Actual

Allowed

Violations

Result

Flows
A-i,A-Xi—oiioXioyX—oXy—oy

A->Ai-AiI—iioXioyX—>AX—>iX—>X,
X2y Yy—=2AY—-Lby—oXy—y

A—-i,A—>x

© Not Secure




Tool & Teaching material

https://formalmethods.dk Teaching Material

Environments +

| I | I .
Input Program Step-wise Execution
4B B O sampes- xplor how the mamorychanges, pon execion o th acions. Fecal it mors uarcsar stsiethen 5 ron- O rS e r
eterministic which action to take.
Extended Guarded Commands Code

When using the [ECZEE feature, non-deterministic choices will be shown n the frst column as [, and if clicked the
trace wil be “reset" from that configuration.

When using the (TP PTeRg feature, allnon-deterministic cholces will be explored, i it reaches the
number of steps, gets stuck or terminates. A short summary of e final configurations s found at the end.

" *
et oo Mty o i, o rumoor o 581 igh, 5 f bl e sions i > P r O g r O m ( rO p h re p re S e n t O t I O n 0—O0 0—O

For both outputs, all non-terminated and non-stuck configurations can be extended with 1-1000 steps.

Initialization of Variables and Arrays

S — > Interpreter
ey . :
> Information flow analysis

>Sign analysis Formal
>Concurrency MEthOdS

T =

@ : ¢ : 000 An Appetizer

Flemming Nielson - Hanne Riis Nielson

Successfully terminated in 11 steps.

@ Springer

+ videos
+ slides



nttps://team-checkrgithub.1o/chip

Program Verification for GCL

team-checkr.github.io

Chip
@ Chip Switch theme , Guide ® o
Annotated GCL , s Precondition
{ X =N &N >= 0} e
program v =
do [ x >= 0 & y x fac(x) = fac(n)] === |Qvariant
X >0 —
Yy =Y ¥ X,
X =X -1
od
{ y = fac(n) }
9 !
“= Postcondition
Verified \ The program is not fully annotated

VEeT 0N reslt



Nnttps://team-checkrgithubio/moka

An LTL model checker for parallel GCL

team-checkr.github.io

Moka

& Moka Switch theme & Guide @
= Transition
|| | > wants_to_enter_0 =0
ts_to_enter_1 =0
Parallel GCL ot System
>in_1 =0 y

Program
wants_to_enter_0:=1;

0 wagts_to_enter_1=1 —> if !(turn=0) -> wants_to_enter_0:=0;
A do !(turn=0) —> skip
od;

wants_to_enter_0:=1
[1 true —> skip

fi
od;
n:=n+1;
in_0:=1;
in_0:=0;
n:=n-1;
turn:=1;

wants_to_enter_0:=0

wants_to_enter_1:=1;
do wants_to_enter_0=1 —> if !(turn=1) -> wants_to_enter_1:=0;
do !(turn=1) —> skip
od;
wants_to_enter_1:=1
[1 true —> skip
fi
od; LTL property does not hold

N:=step in_@® in_1 n turn wants_to_enter_0 wants_to

in. 1 o ) ) )
in. 2 o ) () )
ni= 3 9 ) ) il
LTL spec . O oo 1
wan g5 g ) 0 1
: rap 6 0 ) il
7 0 ) il
heck o n n n

1
check ((wants_to_enter_0 =§) ==> F in_@ = 1) // fairness

Error

Result: yes / no + counterexamples


https://team-checkr.github.io/moka

[nspectity

checkr.compute.dtu.dk

Inspectify  Calculator Parser Compiler Interpreter Security Sign LoD |
Generate Memory
y: 1;e Action Node x vy
X - S €3"H
S ® 3 e
y =1 Qs 3 1 QD
(x > 0) (o 8 3 1
= (x*xy) q 3 3
x := (x - 1) q, 2 3
(x > 0) Q2 2 3 y i< 1
y := (x x y) Qs 2 6 (X > o)y °= (Sx * y)
x = (x - 1) (o 1 6
(x > 0) (o 8 1 6
Initialization of variables and arrays y:=(x*xy) g 1 6 q1
x := (x - 1) q, 0 6 h(‘ ____1_) q3
x 3 I(x > @) q< 0 6 ]
I Terminated 1(x A 0)
Options
Number of steps 14 Q‘

Determinism Deterministic NonDeterministic

Y Jobs: v0.2.11 [¢0?



[nspectity

o <« R code RV 08 B8 @
Interpreter.fs X VY @D
src > Interpreter.fs > {} Interpreter
5 References
let rec evalBool expr : boolExpr memory : InterpreterMemory : bool =

match expr with

| Bool b: bool —> b

| Negation b : boolExpr —> not (evalBool expr =b memory)

| LogicExpr(lhs : boolExpr, op : BLOp, rhs : boolExpr) —>
let evalLhs : bool = evalBool pr = Llhs memory
let evalRhs : bool = evalBool expr =rhs memory
match op with
| SAnd —> evallLhs && evalRhs
| SOr —> evalLhs || evalRhs
| And —> evalLhs && evalRhs
| Or => evalLhs || evalRhs

| Comparison(lhs : arithExpr, op : BROp, rhs : arithExpr) —>
let evallLhs : int = evalArith expr lhs memory
let evalRhs : int = evalArith expr = rhs memory

62 match op witﬂ

| Eq —> evalLhs = evalRhs
| NEq —> evalLhs <> evalRhs
| GEq —> evalLhs >= evalRhs
| LEq —> evalLhs <= evalRhs
| Gt —> evallLhs > evalRhs
| Lt —> evallLhs < evalRhs

// Semantic functj
// (labels in t

1 References

P main & ®5A0 with

student’s code

Ln 62, Col 22 Spaces: 2

'S, which specifies how the memory is affected
gram graph) - evaluation of commands

UTF-8 LF {}F# &8 N0

Program
Graph

GCL program

Calculator Parser Compiler = Interpreter g Security Sign

Generate Memory
Action Node
true 1/0=1/0 skip
qb
Stuck (true || ((1 /]0) = (1 / 0)).
q1
SRS c skip
Initialization of variables and arrays
Options qq
Number of steps 14 Output Reference .
Input JSON Output JSON Output Validation
Determinism Deterministic NonDeterministic ;
) No stuck execut;o found See output
¥ Jobs: 74 succeeded 22 failed v0.2.6 (9’

testing vs reference implementation



Starter videos

Book
formal spec

[ ° &« code D8 [ o8
p EXPLORER Compiler.fs ® D
1
) \ CODE I {} N7
pos lexbuf.EndPos
line pos.Line
column pos.Column
> .vscode
: me ge e.Message
> bin lastToken String(lexbuf.Lexeme)
obj eprintf "Parse failed at line %d, column %d:\n" line column
v src eprintf "Last token: %s" lastToken
Gt eprintf "\n"
Error(ParseError(pos, lastToken, e))
Calculator.fs
Compiler.fs ‘ Label Compiler.fs
CommandLabel ommand

> .bins

> .config

description
Informal

Grammar.fs Your task is to implement the function

Grammar.fsi )

= v £age 1

= Grammar.fsy TR 6 G let analysis (input: Input) : Output =
failwith "Compiler not yet implemented" // TODO: start here

Interpreter.fs label Label
lo.fs target : string

Lexer.fs Iy which takes a GCL program and produces a program graph in the DOT language - a language for visualizing
* graphs. That is, the compiler must produce a program graph in the textual graphviz format used by the export
feature on formalmethods.dk/fm4fun. The input also specifies whether you have to produce a deterministic or a

non-deterministic program graph.

= Lexer.fsl
Parser.fs 37 edges ¢ q

Program.fs t c

SecurityAnalysis.fs Skip 2
localhost

SignAnalysis.fs
Types.fs = Inspectify  Calculator Parser ' Compiler Interpreter Sign Security Show reference [l

printDotEdges e
S5 Generate &

= i L [
= gcl.fsproj - 5Kip

inspectify.ps1
$ inspectify.sh

.gitignore

main & ®O0AO0

(5] gelfsproj Q@  Ln 37, Col 14

¥ Jobs: 10 succeeded 5 failed

README.md printDot e
run.toml <
"digraph program_graph {rankdir=LR;"
printDotEdges e S ___—-S'k-l'p"
nym q
analysis (input Output
parse mar.star mmand input.commands
Ok ast
{ dot printDot (edges ast) }
Error { dot ="" )}
> OUTLINE AL
alb Options
TIMELINE alb Input JSON utput Output JSON Reference Output Validation ¥
Alr Determinism Deterministic NonDeterministic See output
&

inspectity



[nspectity - scoreboard

@) Checko Last update: 23/09/2025, 15:13:39 L,

Compiler Interpreter Security Sign

Yogurt-Yaks
Tortilla-Toads
Tangerine-Tarantulas
Strudel-Stingrays
Strudel-Skunks
Sprout-Sparrows
Sorbet-Seagulls
Scone-Scorpions
Samosa-Sharks
Raisin-Rats
Quiche-Quokkas
Pickle-Pumas
Pesto-Pigeons
Peanut-Butter-Parrots
Omelet-Owls
Noodle-Narwhals
Miso-Moles
Meatball-Mice
Marshmallow-Monkeys
Mango-Moose
Macaron-Moles
Jellybean-Jackals
Hazelnut-Hippos
Gnocchi-Gophers
Gingerbread-Goats
Fondue-Ferrets
Dumpling-Ducks
Cucumber-Cougars
Cookie-Kangaroos
Coconut-Cobras
Churro-Chickens
Cheesecake-Chimpanzees
Cabbage-Crabs
Burrito-Llamas
Bagel-Bugs
Cereal-Snails
Baguette-Beetles
Salsa-Snakes
Croissant-Coyotes
Cabbage-Cobras
Radish-Rattlesnakes
Cantaloupe-Camels
Ravioli-Raccoons
Cranberry-Coyotes
Croquette-Crows
Muffin-Meerkats
Chowder-Chinchillas
Gumbo-Gorillas
Chili-Crows
Popcorn-Penguins
Pancake-Pandas
Gumbo-Gulls
Blueberry-Buffalos
Pizza-Pigeons
Coleslaw-Cockatoos
Cinnamon-Cicadas
Waffle-Walruses

We periodically pull student’s code, run tests and update the scoreboard (gamification




[ Inks

https://formalmethods.dk
https://team-checkr.github.io/chip
https://team-checkr.github.io/moka

https://aithub.c mz eam-checkr/checkr
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Questions?
albl@dtu.dk
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